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FROM THE PRINCIPALS DESK

. In the last five years, The Law Review has acted as an academic platform
for students to enable them to explore the labyrinthine maze of law and
to contribute to the vast body of knowledge in their own small way. The
fourth edition of The Law Review was sent to all the Hon’ble Judges of the
Supreme Court and the Bombay High Court, all reputed law firms of
Mumbeai, law schools all over India and was appreciated greatly.

This year, the Law Review Committee had organised an orientation
program for its prospective student authors and newly inducted committee
members to enable them to develop their legal research and writing skills.
The program dealt exhaustively with aspects right from choosing the topic
of the article and researching on it, to specifications and minute details
that must be adhered to while publishing it.

In the year 2006, the Law Review Committee received nearly twenty-
five abstracts, of which eight articles have been chosen for publication on
the basis of their content, relevance and coherence in the style of writing.
Apart from the student editors, the committee ensured that every article
was also edited by experts in the area of law dealt with by the article.
With this intention, the Committee identified eminent practitioners of
the legal arena, who undertook the tedious task of editing the articles.

The present edition of The Law Review carries a rich blend of a variety of
legal topics. The articles, present not only an analysis of existing legislations
and a detailed insight into the impact of proposed legislations on the
existing law, but also submit detailed academic discussions on questions
- of law that have intrigued lawyers and academicians alike.

Over the years, the Government Law College has been fortunate to have
received unconditional and wholehearted support in all its endeavours
from judges and lawyers, amongst others. I thank the Editor-in-Chief,
Mr. Justice YV Chandrachud, former Chief Justice of India, as well as the
members of the Editorial Board, whose invaluable inputs have made a
qualitative contribution to The Law Review. This publication would have
not been possible without the generous financial support of some of the
most prominent law firms of the country and I thank the contributors for
the same.
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It is indeed heartening to see that with every passing year, The Law Review
has evolved into a fostering ground not only for the student authors but
also for its readers. I sincerely hope that in the years to come, The Law
Review not only achieves but also sustains its vision to contribute to the
development of law and to initiate legal debate and reform.

(' nv_g—o

Mrs. P. R. Rao
Principal, Government Law College
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FOREWORD

It is with a great sense of pleasure that I pen these few words of editorial
message. Any reader who has time and interest in perusing the
performance of young and budding scholars will be struck by the depth
and diversity of views expressed in these Articles. For example:

L.

In the Article on “A Brave New World: Ethical And Legal
Implications of Genomics And Genetic Research”, the author says:

“The mapping of the human genbme is an astounding scientific
leap. Being the basic genetic material of an organism, a genome
holds many secrets that scientists are now unraveling.”

In “2(c) Or Not 2(c): Redefining Minorities Under The Indian
Constitution”, the author says:

“In a democracy of myriad people, our Constitution has provided
various rights, liabilities and safeguards both to individuals and to
groups in an attempt to harmonise this diversity of our country with
peace, progress, prosperity and other like concepts.”

In “Convergence And Competition : Reconciling Differences”, the
author says:

“Rigid classifications of voice in radio, text in newspapers, data in
microchips and images in video no longer exist. With the emergence
of new technologies, such classifications are mere relics, rapidly
giving way to digital highways where media and technologies
congregate.”

In “Corporate- University Tie ~-Ups — Should India Go The Bayh-
Dole Way?”, the author says:

“India finally met its international patent obligations in 2006 and is
at the threshold of the trans-national intellectual property arena.
Legal developments in this field will chart the course that India
takes, and with business and trade at an all time high (in India), it
would not be hyperbolic to expect an intellectual property explosion
over the next decade.”

In “Clinical Trials In India”, the author says:

“The past few years have witnessed an incredible rise in outsourcing
of clinical trials from the developed countries to the developing
countries by multinational pharmaceutical companies.”
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In “ Gender Wars: An Identity Crisis”, the author says :

“The object of the article is to highlight the legal hassles faced by
transsexuals and the subsequent need for legislations that would
safeguard their basic rights. It is imperative that the law recognizes
the gender assertions they have made through seeking reassignment.”

In “Liability For Copyright Infringement On The Internet”, the
author says:

“The pervasive intrusion of the internet in our routine lives, easy
and free access to copyrighted software, files and music and the
evolution of advanced concepts like peer-to-peer file sharing and
masked IP addresses, have made the protection from copyright
violation a joke.”

In “Tap, Tap, Who’s Listening? Prying Into Privacy?”, the author
says:

“The debate on the validity of the State to intrude in the realm of
private life of citizens to prevent and preempt crime has assumed
even greater significance in view of atrocities committed by way of
terrorism.”

These are but a brief indication of the creativeness of the writers of these
illustrious articles, their craving desire for originality and their deep study
of the subject under consideration. I strongly and, albeit, objectively
commend that the discerning reader may find time to enter into a new
vista of this juristic canvas by careful perusal of these Articles, in the writing
of which the authors have evidently burnt midnight oil. It will be difficult
to make a comparative assessment of the articles on their merits. Each
article has a merit of its own. I therefore recommend that the articles
should be published in alphabetical order, according to the names of the

~ writers.

Mr. Justice Y. V. Chandrachud
Former Chief Justice of India
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GENOMICS-A BRAVE NEW WORLD'
Aakanksha_Joshi*

‘It’s a history book—a narrative of the journey of our species through
time. It’s a shop manual, with an incredibly detailed blueprint for building
every human cell. And it’s a transformative textbook of medicine, with
insights that will give health care providers immense new powers to treat,
prevent and cure disease.’

Francis Collins!
1. INTRODUCTION

The mapping of the human genome? is an astounding scientific leap.
Being the basic genetic material of an organism, a genome holds many
secrets that scientists are now unravelling. The Human Genome Project
(HGP), a collaborative effort between scientists from across the world,
was initiated in the mid 1980s as an effort to characterise the human
genome, culminating in a complete DNA sequence. The chief aims of
the HGP at the time of its inception were creating and developing genetic
maps and determining the complete human DNA sequence.? Although
the HGP succeeded in its primary objectives of decoding the DNA
sequence of the entire human genome in 2003, many challenges still
remain. These include refining the sequence information and identifying

t  This article reflects the position of law as on 5 March 2006.

* The author is a student of Government Law College, Mumbai and is presently studying
in the Second Year of the Three Year Law Course. She can be contacted at
aakankshajoshi@gmail.com.

1 The Director of the National Human Genome Research Institute noting that the genome
could be thought of in terms of a book with multiple uses upon the publication of the
majority of the genome in February 2001. ‘What was the Human Genome Project?,
National Human Genome Research Institute, available at http://www.genome.gov/12011238
(last visited 5 March 2006).

2 The genome of an organism is the whole hereditary information of an organism that is
encoded in the DNA.

3 Dennis L Kasper et al, Harrison’s Principles of Internal Medicine (16% edn Macgraw-Hill
New York 2005) 366.
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genes that hold significant roles in the development of genetic disorders.
It is believed by many that in discovering all there is to know about the
human genome, it would be possible to create a panacea for all ills. A
significant expansion in the global pool of scientific and medical knowledge
has been achieved by successfully decoding the human genome, and
genomics is expected to revolutionalise health care.’

The advantages of genomics are manifold. It has made pre-diagnosis of
latent illnesses possible. The HGP was initiated with the hope that the
identification of disease causing genes would lead to progress in diagnosis,
prognosis and treatment.® The efficacy of treatment vis--vis a person’s
genetic predisposition can also be evaluated. In the future excision of
malfunctioning genes may be achieved.

However, this science has not been without its detractors. Serious ethical
and legal concerns need to be addressed so that the development of
genetic research proceeds in the right direction. Issues such as privacy of
genetic information, consent of participants of research, discrimination,
commercialisation of research as well as ethical use of this technology are
of grave significance. A suitable regulatory framework must be in place
to adequately mitigate if not completely eliminate these concemns.

This article seeks to explore the scope of the science, as well as examine
and address the concerns pertaining to it. It is imperative that there is an
emphasis on the value of human life while formulating the necessary
regulatory framework for genomics. Human value must weave through a
sound ethical analysis of life science research.’

II. ETrncaL CONCERNS

Genetic research has already contributed greatly to the development of
medicine and health care. Identification of genetic variations ‘shared

+  Ibid, 367.

5 Remigius N Nwabueze, ‘What can Genomics and Health Biotechnology Do for
Developing Countries?’ (2005) 15 Albany Law Journal of Science and Technology 369, 370.

6 Kasper et al, supran. 3, 367

7 Gerard Magill, “The Ethics Weave in Human Genomics, Embryonic Stem Cell Research
and Therapeutic Cloning: Promoting and Protecting Society’s Interest’ (2002) 65 Albany
Law Review 701.
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among individuals, families and forbears’ has ‘the potential to disrupt
disease taxonomies, dissolve fixed notions of the family, race and ethnicity,
and enable new medical and pharmaceutical treatments for illness’.8 That
a complete understanding of the human gene would aid in better diagnosis,
treatment and prevention of disease is indubitable. Genomic research
today is aimed towards understanding the structure of the mapped gene
and the function of its various components. The detection of genetic
predispositions towards certain diseases would greatly aid in treating them.
It would be possible to determine the effects of medication on people
depending upon their genetic information. As stated by RD Lele, ‘[G]enetic
variations also effect drug absorption, distribution, metabolism and
excretion.”” Ascertaining that people possessing certain genes are
susceptible to particular diseases, leaves open the prospect of modifying
the gene so as to eliminate the risk of contracting the disease. The decoding
of the human genome may have repercussions on social sciences such as
anthropology by shedding light on concepts such as ethnicity and race. It
may influence behavioural psychology by identifying the genetic reasons
influencing a person’s behaviour.

However, there are many serious ethical and legal concerns due to the
unpredictable course the science may take. As stated by Derek Morgan,
‘As it is for society, so it is for individual; the consequences of knowing so
much about oneself, about others and about all humans are
unforeseeable.'’ Nevertheless, in spite of the fears relating to the potential
dangers, moves towards restricting genetic research have not met with
much success. In 2001, the European Parliament rejected a report drafted
by one of its committees that recommended more stringent restrictions
on genetics and biotechnology."

8 Robin Mackenzie, ‘Reprogenetics and Pharmacogenetics: In Whose Best Interests?’ (2005)
24 Medicine and Law 343.

® RD Lele, ‘The Human Genome Project: Its Implications in Clinical Medicine’ (2003) 51
JAPI373.

1" Derek Morgan, Issues in Medical Law and Ethics (1% edn Cavendish Publishing Limited
UK 2001) 156.

" Quirin Schiermeier, ‘European Parliament Rejects Move to Restrict Genetics’ (2001)
414 Nature 572.
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In order to address the mounting concerns arising out of the
developments—in the field of genomics, in 1993 the Director General of
UNESCO was asked by the General Conference to draft an international
instrument. Pursuant to this, the Universal Declaration of the Human
Genome and Human Rights (Declaration) was drafted by the Legal
Commission headed by Mr Héctor Gros Espiell and adopted by the
General Conference of UNESCO ‘unanimously and by acclamation’,"
on 11 November 1997. The resolution was then accorded assent by the
General Assembly of the United Nations in the following year. Guidelines
were laid down by UNESCO in 1999 to facilitate implementation of the
Declaration.

The Declaration seeks to balance fundamental freedoms and human
rights with freedom of research, which it recognises as a ‘part of freedom
of thought’ as stated in article 12(b) of the Declaration. The basic rights
of the human subjects of genetic research are enumerated, confidentiality
of genetic information is sought to be protected and genetic discrimination
and practices contrary to human dignity, including cloning, have been
expressly prohibited.

12 “The Universal Declaration on the Human Genome and Human Rights’ (1997)
portal.unesco.org, at http://portal.unesco.org/shs/en/ev.php RL_ID = 1881&URL_DO
= DO_TOPIC&URL_SECTION=201.html (last visited 5 March 2006).

13 Article 5 of the Universal Declaration on the Human Genome and Human Rights, 1997 states:
‘(a) Research, treatment or diagnosis affecting an individual’s genome shall be undertaken

only after rigorous and prior assessment of the potential risks and benefits pertaining
thereto and in accordance with any other requirement of national law.
~ (b) In all cases, the prior, free and informed consent of the person concerned shall be
obtained. If the latter is not in a position to consent, consent or authorization shall
be obtained in the manner prescribed by law, guided by the person’s best interest.
(c) The right of each individual to decide whether or not to be informed of the results of
genetic examination and the resulting consequences should be respected.
(d) In the case of research, protocols shall, in addition, be submitted for prior review in
accordance with relevant national and international research standards or guidelines.
(e) If according to the law a person does not have the capacity to consent, research
affecting his or her genome may only be carried out for his or her direct health
benefit, subject to the authorization and the protective conditions prescribed by
- law. Research which does not have an expected direct health benefit may only be
undertaken by way of exception, with the utmost restraint, exposing the person
only to a minimal risk and minimal burden and if the research is intended to
contribute to the health benefit of other persons in the same age category or with
the same genetic condition, subject to the conditions prescribed by law, and provided
such research is compatible with the protection of the individual’s human rights.’
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At the 32* General Conference of UNESCO held on 16 October 2003
the International Declaration on Human Genetic Data was adopted. The
instrument aims to address the fear many people hold, that human genetic
data will be used for purposes contrary to human rights and freedom.!* It
contains provisions in respect of informed consent and sets out that the
collection, storage and use of human genetic data must be in such a
manner, so as to protect privacy.

In India, the National Bioethics Committee (NBC) was constituted with
the approval of the Minister of Science and Transport, Government of
India in 1999 to formulate policies for human genetic research and services,
in consonance with the Declaration. The policies and were framed to be
in consonance with the ‘Ethical Guidelines for Biomedical Research on
Human Subjects, 2000’ developed by the Indian Council of Medical
Research. They have been laid down in ‘Ethical Policies on the Human
Genome, Genetic Research & Services’,”” and provide guidance to
researchers, institutions, ethics committees and the public on the conduct
of genetic research on ethical principles.

The Indian policies were framed in 2000 and no amendment has been
made consequent to the mapping of the entire human genome in 2003
and the formulation of the International Declaration of Human Genetic
Data. These policies need to be reviewed as ethical issues relating to
confidentiality, consent and genetic discrimination have gained
momentum since then. An adequate regulatory mechanism is urgently
needed to tackle these issues. In addition, the employment of this new
technology in the administration of criminal justice would need to be
addressed due to the ethical and legal concerns this entails. These issues
are discussed below with reference to existing regulatory framework in
foreign countries, the potential dangers and the best possible way that
they may be tackled.

14 Supran. 12.

15 ¢Ethical Policies on the Human Genome, Genetic Research & Services’
www.dbtindia.nic.in, available at http://www.dbtindia.nic.in/policy/polimain.html (last
visited 5 March 2006).
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1. OwnNERsHIP AND PRIVACY

Genomics may raise serious concerns about the privacy of genetic
information. Genetic research may cause ‘intrusion into three forms of
individual privacy: bodily privacy in cases where the sample is taken
from a person’s body; genetic privacy, where predictive health and other
information about the person is obtained from the sample; and behavioural
privacy where the information is used to determine where a person has
been and what he has done.’*

The misuse of genetic data would gravely compromise an individual’s
right to privacy. In India, the right to privacy flows from the right to life,
and is, therefore, considered a fundamental right, as held in People’s
Union for Civil Liberties (PUCL) v. Union of India,"” by the Supreme
Court. However, for the sake of public interest, jealously guarding the
confidentiality of such vital information may prove detrimental and hamper
scientific progress.

The concept of ‘genetic privacy has two dimensions: protection from the
intrusions of others and protection from one’s own, hitherto unknown,
secrets.’!®

A.  Ownership Of Genetic Information

The basic question that underlies the issue of privacy and consent is who
owns genetic information. Ownership comprises a bundle of rights a
person has over certain subject matter including possession, the right of
use and enjoyment and the right of consumption, destruction and
alienation. Itis a right in rem and it is not necessary that the owner exercise

or hold all these rights."

The Supreme Court of California in the United States dealt with the
question of the ownership of human body parts in the case of John Moore

16 Justice RK Abichandani, ‘The Gene Age - A Legal Perspective’ [2003] High Court of
Gujarat, available at http://gujarathighcourt.nic.in/Articles/legalpers.htm (last visited 5
March 2006). ‘ '

17 (1997) 1 SCC 301.

8 Morgan supran. 10, 103.

19 PJ Fitzgerald, Salmond on Jurisprudence (12 edn Sweet and Maxwell London 1966) 246-247
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v. Regents University of California.® In this case, Moore, who had hairy
cell leukaemia, consented to a splenectomy and for this purpose permitted
samples of his blood, skin and bone marrow to be taken. Theses samples
were then employed in research and were used to develop a cell-line that
proved to be commercially successful. Moore contended that he had the
right to the direct use of his own cells and that he was entitled to any
profits made therefrom. The Supreme Court, rejecting this contention,
held that he retained no right in respect of the cells removed from his
body. However, it laid down that the doctrine of informed consent applied
to such cases and that there was a fiduciary duty to disclose all relevant
information to the patient.

B.  Privacy
1. Genetic Information And Individualism

Genetic Information is unique to every individual; however, genetic traits
are shared by groups having familial ties or larger groups belonging to
the same ethnicity.! Janet L Dolgin while examining the concept of
individualism and genetic grouping states, ‘Genetic groups (such as the
genetic family) represent a peculiar involution of individualism. They
displace the interests of the individual in favour of the interests of the
whole, while defining the whole through the metaphor of the individual.’?
There is a conflict between the right to privacy of the individual over his
or her genetic information and the potential advantages that might be
available to others.

The question that then may arise is whether a person may be compelled
to donate any -of his own human tissue for a linkage test, ie a test to
determine the extent to which individuals may be genetically, related, to
be performed on a relative® or whether a person other than the donor

20 793 P 2d 479 (1990).

2 Janet L Dolgin, ‘The Evolution of the “Patient”: Shifts in Attitude about Consent, Genetic
Information, and Commercialisation in Health Care’ (2005) 34 Hofstra Law Review 137,
166.

2 Ibid, 174.

23 Morgan supra n. 10, 102.
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can have the right to access information gathered from the donor’s genetic
data. '

In Safer v. Estate of Pack,” a woman initiated proceedings against the
physician who had treated her father during his illness and who had
failed to inform her about the risk to her own health. The New Jersey
Appellate Court found for the Plaintiff and stated that there was a duty to
issue a warning about genetic predispositions to health risks.

This would imply that in some situations a physician would be duty
bound to inform third parties of certain genetic information. In India, the
issue of the duty of disclosure by a physician of information to a third
party was dealt with in Mr X v. Hospital Z,* wherein the Appellant
contended that his right to privacy was violated when his fiancée was
apprised of the fact that his blood sample had tested HIV positive. The
Supreme Court held that the right to privacy is not an absolute right and
that it could be restricted for prevention of crime, disorder or protection
of health or morals or protection of rights and freedom of others. However,
it is unclear how far such duty is to be extended and to what degree
genetic privacy may be compromised.

The policy that may be followed in such cases is to encourage the patient
to disclose such information. If such encouragement is to no avail,
discretion may be exercised, dependant on certain conditions, to make
third parties belonging to the same genetic group privy to genetic
information where serious harm is likely to occur.

2. Misuse of Genetic Information and Statutory Protection

Due to the mapping of the human genome, it may soon be possible to
foretell and prevent diseases. According to Derek Morgan:

“This also gives rise to questions as to how this information is
should be used, and the necessary background laws and norms
that will either be applied or will become more clearly perceived

24 677 A.2d 1188 (N]. Super. Ct. App. Div. 1996).
25 (1998) 8 SCC 296.
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to direct and control, to regulate the use of this information, either
by individuals or societies generally.”

In Australia, the Privacy Act, 1988 (Privacy Act) has comprehensive
provisions regarding the protection of the privacy of individuals. The
Privacy Act provides information relating to privacy principles ie principles
that govern the privacy of information, in relation to collection, solicitation,
storage, recording and access to personal information.” It contains detailed
provisions about personal information and what constitutes an interference
with the privacy of such information. The provisions regarding sensitive
information” are more stringent. Genetic information may be protected
under the Privacy Act as it may fall under the purview of sensitive
information. In addition, guidelines for protection of information collected
during medical research have been issued by the Australian National
Health and Medical Research Council (NHMRC).

In the United States, the approaches taken by different States regarding
how genetic information is treated differ. The protection afforded to genetic
information in some States is property based ie consent is necessary for
its use and punitive damages are payable and criminal sanction may be
faced for violating privacy. In others, it is liability based ie where on
contravention of any obligation to maintain privacy, damages are payable.

26 Morgan supra n. 10, 160.

27 The Privacy Act, 1988 defines personal information as ‘information or an opinion (including
information or an opinion forming part of a database), whether true or not, and whether
recorded in a material form or not, about an individual whose identity is apparent, or
can reasonably be ascertained, from the information or opinion.’

28 The Privacy Act, 1988 defines sensitive information as:

‘(a) information or an opinion about an individual’s:
(i)  racial or ethnic origin; or
ii political opinions; or
ii)  membership of a political association; or

) religious beliefs or affiliations; or
philosophical beliefs; or
membership of a professional or trade association; or

) membership of a trade union; or

i) sexual preferences or practices; or
criminal record;
that is also personal information; or

(b} health information about an individual.’
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In some States; the right may be enforced by private action and in other
States; means for public enforcement are provided.”

In India, the ethical policies laid down by the NBC state that ‘Identifiable
information (clinical, genetic, etc) of individuals or groups is confidential
and should be protected.” There is no legislative protection that has been
afforded to genetic information in India. In the author’s view, it is
imperative that this be remedied to counter the possible misuse of genetic
information.

C. Biobanks

Genetic information may be stored in Biobanks, organisations that
accumulate human tissue samples and genetic information for research
and therapeutic purposes. Biobanks have been set up by researchers,
universities and corporations in foreign countries. The UK Biobank seeks
to study the impact of lifestyle, environment and genes on the health of
people from all around the UK.® Biobanks contain genetic databases
that may prove of great value for the purpose of research. Therefore, the
questions that then arise are when a person consents to having his or her
genetic information collected for therapeutic purposes, can that information
then be used as a part of research for other purposes? Further, if a person
consents to having his genetic information used for research, could the
information be provided to third parties? As per the ethical policies
formulated by the NBC, such secondary use of information cannot be
made without prior consent of the participant.®!

29 Edward ] Janger, ‘Genetic Information, Privacy and Insolvency’ (2005) 33 journal of
. Law, Medicine and Ethics 79, 81.
30 ‘UK Biobank: Improving the Health of Future Generations’, available at http://
www.ukbiobank.ac.uk/ (last visited 1 July 2006).
The policies state: ‘Consent is valid only for the research for which it is given by the
participant (primary use). If the information or samples for primary use are to be used
for other purposes or for sharing with other investigators (secondary use), clear mention
of such secondary uses must be made during the process of obtaining informed consent.
New consent must be taken for any use for which consent was not explicitly obtained.
However, this will not be required if the sample is used as an “Unidentified” or “Unlinked”
sample.’

31
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" In light of the upheavals in the corporate world caused by mergers and
acquisitions, the protection available to data in a corporate biobank is
unclear. In the author’s view, if the relationship between the donor of
genetic information and the biobank is treated as purely contractual,
then the protection of the data may not be adequate. However, if the
donor is treated as the owner of the information, the protection afforded
is stronger.®? In India, any unauthorised use of genetic information is
prohibited as per the ethical policies of the NBC. In view of these policies,
 the protection afforded would be property based and therefore, not put
to any use contrary to the donor’s wishes.

IV. CONSENT

The doctrine of informed consent is that the donor of any genetic material
used for genetic or genomic research or any therapeutic purpose must
give consent® to the procedure after being fully apprised of all relevant
facts regarding the method of collection of the information and the end
use of such data. When informed consent is sought, the distinction between
medical therapy and medical research is clearly drawn and both the
donor and the researcher comprehend the purpose for which the genetic
material is collected.

However, there are certain concerns for which there are no clear answers.
One is whether a person can be a party to the financial benefits that may
accrue by the use of his or her genetic information in research. Another
is the issue of volition. There arise situations where a person may consent
to the collection of his genetic information for research purposes, as it
may be the only way that he may be able to receive medical treatment.*
Establishment of contact by the researcher with the donor and
communicating the results of the research and the implications of such
research is also an ambiguous area.

32 Janger supran. 29, 82.

33 As per the International Declaration on Human Genetic Data, ‘Consent: Any freely
given specific, informed and express agreement of an individual to his or her genetic
data being collected, processed, used and stored.’

3¢ Ellen Wright Clayton, ‘Informed Consent and Biobanks’ (2005) 33 (1) Journal of Law,
Medicine and Ethics 15, 19.
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A.  The Doctrine Of Informed Consent

The doctrine of informed consent was developed in research settings ‘in
express response to the revelation of abuses of human subjects by
researchers. The deliberation that followed led to the construction of the
informed consent doctrine and to the institutionalisation of “bioethics” as
an area of study and practice.’®

The ethical principles laid down by the Nuremberg Court while trying
Nazi doctors and researchers, who had conducted horrific research on
human subjects during the Second World War, established concepts such
as consent to participate in research and avoiding harm to human research
subjects.® The concepts are elucidated in the Nuremberg Code,” the
first principle of which states:

“The voluntary consent of the human subject is absolutely essential.
This means that the person involved should have legal capacity
to give consent; should be so situated as to be able to exercise
free power of choice, without the intervention of any element of
force, fraud, deceit, duress, overreaching, or other ulterior form
of constraint or coercion; and should have sufficient knowledge
and comprehension of the elements of the subject matter involved
as to enable him to make an understanding and enlightened
decision.’

The concept of informed consent is now accepted as a part of medical
treatment and research.

In the United States, the Common Rule of the Food and Drug
Administration contains provisions relating to informed consent, which
are applicable to the recipient of federal research funds. There is, however,
a qualification and the Common Rule would not be applicable to research
where the subjects of research cannot be identified and it specifies
circumstances where the requirement of informed consent may be waived.

35 Dolgin supra n. 21, 146.
36 Dolgin supran. 21, 147,
37 Available athttp://ohsr.od.nih.gov/guidelines/nuremberg html (last visited 5 March 2006).
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Apart from this, many States have enacted laws in which the doctrine of
informed consent has been included.

The ethical policies of the NBC contain detailed provisions regarding
consent. No use of genetic material may be made without the consent of
the donor. Any new use of genetic material already collected also requires
the donor’s consent. The policies recognise the fact that group consent
would be necessary where the research pertains to a certain ethnic group.
However, consent is not contemplated for unidentified samples of genetic
data. This would make it impossible for the unidentified donor to share
in the commercial gains that may arise from significant developments in
research to which his genetic sample may have made an important
contribution.

The lack of the requirement of informed consent in legislation in India is
a grave cause of concern. The Indian Medical Council (Professional
Conduct, Etiquette and Ethics) Regulations, 2000 provide for obtaining
of consent only at the time prior to an operation. There are no provisions
relating to obtaining consent for use of genetic data collected through
biological samples for the purpose of research.

B. Concerns Relating To Informed Consent

The effectiveness of this doctrine in India leaves a lot to be desired.
Donors are, at times compelled to waive this requirement in exchange
for monetary benefit or to avail of medical care. In most cases, consent is
acquired by keeping the donors in the dark regarding the details of the
research and its purpose. Exploitation of the poor by unprincipled
researchers is quite possible and they could be subjected to substantially
harmful experimentation. There should be strict prohibitions on such
unscrupulous practices. Article 8 of the International Declaration on
Human Genetic Data expressly states that ‘Prior, free, informed and
express consent, without inducement by financial or other personal gain,
should be obtained for the collection of human genetic data, human
proteomic data or biological samples.” This principle should be integrated
into the regulatory framework applicable to any medical research.
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On the whole it seems that property based protection has been offered to
genetic information. However, it is cautioned that, ‘A strict property regime,
limiting any use of information without consent, might deprive society of
important benefits.”® In Govind v. State of Madhya Pradesh and another,”
the Supreme Court stated, ‘Assuming that the fundamental rights explicitly
guaranteed to a citizen have penumbral zones and that the right to privacy
itself is a fundamental right, that fundamental right must be subject to
restriction on the basis of compelling public interest.’

Too many restrictions on the flow of genetic information may hinder
research that may be significant to public interest. A policy that may be
applied in such cases is that transfer of genetic information may be made
only to organisations specified by the government engaged in medical
research beneficial to public interest. For transfer of genetic information
to any person, institution or organisation other than those specified by
the government in this behalf, the donor’s express informed consent should
be required. The organisations specified by the government must be
bound by stringent rules that would ensure that genetic data is used in an
ethical manner. :

C. Re-contact

Communication of the results of research by the researchers to their
human subjects is also a problematic issue. Unexpected and unwanted
re-contact by researchers should not be permitted unless during the process
of obtaining the informed consent, the donor of genetic material is
intimated that he may receive such communication.” Even where the
donor has given prior consent to receiving communication relating the

38 Janger supran. 29, 84.

39 AIR 1975 SC 1378,

40 Article 10 of the International Declaration of Human Genetic Data states: ‘When human
genetic data, human proteomic data or biological samples are collected for medical and
scientific research purposes, the information provided at the time of consent should
indicate that the person concerned has the right to decide whether or not to be informed
of the results. This does not apply to research on data irretrievably unlinked to identifiable
persons or to data that do not lead to individual findings concerning the persons who
have participated in such a research. Where appropriate, the right not to be informed
should be extended to identified relatives who may be affected by the results.’
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results of the research, re-contact may be undesirable if their implications
are ambiguous. Contact by researchers may be initiated only if the results
are scientifically validated, the results hold significance for the donor’s
health and the necessary treatment for the donor’s illness is available.*!
Where the research results may have significant implications for persons
other than the donor who are genetically linked to the donor, the question
of whether the researchers may contact them to disclose such results is
uncertain. On applying the principle enunciated in Safer v. Estate of
Pack,” one may argue that the researcher may be bound by such duty.

V. DISCRIMINATION

Every individual’s genome is unique. In that sense, it is the very basis for
individuality. The information contained within a genome relates to the
distinctive traits of the person to whom the genome belongs. The genome
also contains information relating to a person’s genetic history. Those
sharing the same genetic history share common characteristics. The
identification of traits held in common by a particular genetic group may
result in discrimination. On a societal level, this may create or fortify
prejudices against certain genetic groups. This would have an implication
on criminal justice as genetic profiling may be targeted at certain
communities.* A more immediate concern is that of genetic discrimination
by insurance companies and potential employers.

A.  Breeding Prejudice

Most countries around the world are trying to escape their pasts in which
atrocities were committed against certain ethnic groups based on racial
and ethnic prejudices. History is rife with stories of ethnic cleansing and
unfortunately, we hear of such things even today. Hitler’s pogrom against

4 Clayton supra n. 34, 20.

42 677 A.2d 1188 (NJ. Super. Ct. App. Div. 1996).

43 The Pardi community of Maharashtra are often identified as perpetrators of certain
crimes. For a discussion on the modus operandi and the nature of crimes undertaken by
this community, see Seetarami Reddy, ‘Pardhi Gangs of Ganga Khed, Parbhani Districts
of Maharashtra State’, athttp://www.cidap.gov.in/documents/ Pardhis.pdf (last visited 5
March 2006).
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the Jews was based on the unsubstantiated belief that the Jews belonged
to an inferior race and that only the Aryans had the right to exist. Such
actions are almost uniformly condemned in today’s world, since it is not
possible or ethically desirable to determine the superiority or inferiority
of any single race.

However, this may be achieved by genomics. What if people are presented
with scientific data that proves that certain genetic groups are more prone
to violence or that people belonging to a particular ethnicity are more
likely to lie? The rational aura that science possesses would tend to make
such information more credible: This in turn would reinforce prejudices
or create new ones that people may feel justified in holding, as they are
founded on science. Based on such prejudices, certain groups may face a
great deal of discrimination. People may be less likely to champion the
cause of a race that has been proved to be genetically undesirable and
prefer the marginalisation or elimination of such race. The implications
of this on human rights and morality will be far reaching.

B. The Immediate Concerns

It is now possible to ascertain a person’s susceptibility to certain diseases
and the treatments to which he may respond. However, the fallout would
be the misuse of such information by insurers. For example, if by access
to genetic information an insurance company discovers that a person is
predisposed towards developing a certain disease, it may refuse to insure
that person due to the risk involved. This would make it difficult for that
person to receive any medical treatment for his ailment because he or
she does not have any health insurance. This might in turn hamper genetic
research. People may not agree to participate in research for the fear that
their genetic information may be provided to an insurance company and
that would be against their interests in making it difficult for them to get
insurance coverage.* Genetic discrimination may also come into play
during the employment process. Applicants may be rejected based on

44 <Genetic Discrimination in Health Insurance’, National Human Genome Research
Institute, available at http://www.genome.gov/10002328 (last visited 5 March 2006).
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their genetic makeup. This too would make a person hesitate before
participating in genetic research.

These concerns have proved to be well founded. In the United States,
numerous reports in the news media and from expert groups have already
uncovered instances where people were denied health insurance or
coverage for particular conditions based on genetic information.*

C. Regulatory Protection

The repercussions of genetic discrimination have received some attention
in a few countries across the world. In the United States, the Health
Insurance Portability and Accountability Act, 1996, (HIPAA) first tackled
the problem of use of genetic information by insurance companies. The
provisions of the HIPAA prohibit the exclusion of persons from insurance
coverage as a result of past or present medical problems, including genetic
predisposition to certain diseases. The HIPAA, however, does not address
the problem of insurers charging higher rates of premium from the insured
based on higher risks to their health. A number of bills have since been
introduced in the Congress regarding these issues. Forty-one States have
passed legislation regarding genetic discrimination in relation to health
insurance.*

In the United Kingdom, the Government established a Genetics and
Insurance Committee in 1999 for the supervision of the use of genetic
information by the life insurance sector.” Since 1 November 2001, insurers
have observed a five-year moratorium on the use of genetic test results.*
The coverage of the moratorium is conditional upon the value of the
insurance coverage. It covers all types of insurance policies, the sum
insured of which is £300,000 or less. However, life insurance for which
the ceiling limit is £500,000 is not covered. Apart from this, genetic tests

5 Ibid.

46 Supran. 44.

47 Morgan supran. 10, 181.

#8 Jane Burgmeister, ‘Switzerland Has Opened Door to Genetic Discrimination, Say
Ethicists’ (2004) dmj.com, at http://bmj.bmjjournals.com/cgi/content/full/329/7457/
70-a (last visited 5 March 2006).
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are only permitted if they are approved by the Genetics and Insurance
Committee for setting the premium. After three years of the moratorium,
the financial limits may be reviewed.*

As far as the issue of employment is concerned, President Bill Clinton
passed an Executive Order in the year 2000, prohibiting agencies of the
federal government from acquiring genetic information about their
employees or job applicants and from using genetic information in hiring
and promotion decisions. Since the aforesaid Executive Order, 31 States
have enacted laws that relate to discrimination in the workplace.”’ In
February 2005, the Senate passed the Genetic Information Non-
Discrimination Act, 2005.%

Under Indian law, these issues are yet to be addressed. Genetic
discrimination for health insurance is one area that needs regulation in
the lines of the HIPAA, however with the provision that the rate of
premium charged for all insured persons would be the same. Similarly,
provisions must be introduced in employment laws that prohibit
discrimination based on a person’s genetic information. The protection
afforded under Article 15 and Article 16% of the Constitution of India
should be expanded to include genetic discrimination. |

V1. AN UNCERTAIN FUTURE

Mounting concerns regarding the direction that genetic research might
take and the impact of mapping the human genome have been receiving
a great deal of consideration. The moral validity of the science of genomics

49 Did

50 Supran. 44.

51 <Genetic Discrimination’, National Human Genome Research Institute, available at http://
www.genome.gov/10002077 (last visited 5 March 2006).

52 Article 15(1) of the Constitution states, ‘The State shall not discriminate against any
citizen on grounds only of religion, race, caste, sex, place of birth or any of them.’

53 Article 16 of the Constitution states inter alia, ‘
‘(1) There shall be equality of opportunity for all citizens in matters relating to employment’
or appointment to any office under the State.

(2) No citizen shall, on grounds only of religion, race, caste, sex, descent, place of birth,
residence or any of them, be ineligible for, or discriminated against in respect of, any
employment or office under the State.’
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itself has been questioned. It is contended that genomics may be
responsible for the erosion of the basic value of human life and thus
would be detrimental to human rights. Nora O’Callaghan makes a
vociferous argument against the ‘serious risk created by an anthropology
infected by biological reductionism, driven in no small part by the
extraordinarily scientific method, which seeks to break all systems into
their smallest parts in order to determine and control their mechanism.’
Due to the strides made in genetic research, comparisons between the
genomes of human beings and that of other species have become a part
of the research carried out by scientists. Nora O’Callaghan shows concern
that such data might be interpreted in a manner endangering the sanctity
and dignity of human life. She decries the scientific approach of reducing
even human beings to the most basic unit.* We must never lose sight of
the fact that a human being is more than a sum of all his parts. Although
the science of genomics moves towards reducing an organism to its smallest
part, we must preserve the inviolability of human life and human dignity.
In light of this, we must make ethical decisions on the manner of utilising
this science. ’

Some of the ethical and legal perspectives of the potential uses of genetic
research are discussed in this section of the article.

A.  Scientific Developments

The probable uses of genetic research have been the subject of many
arguments. Issues such as cloning, patenting of human genetic material®
and the possibility of eugenics, have drawn attention to the moral and
consequently the legal implications of scientific development.

5% Nora O’Callaghan, ‘Human Origins and Human Rights in the Genome Age’ (2005) 3
Ave Maria Law Review 123,130-131.

55 Ibid, 137.

%6 However in the Relaxin case, a method by which a substance named Relaxin, which is a
naturally occurring substance used for relaxing the uterus during childbirth, and its DNA

sequence could be obtained was an invention and had a use and thus were patentable
(1996) 27 IIC 704.
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1. Disturbing The Social Cycle

The present approach to medicine is curative in nature. With genomics,
a preventive approach may be possible. Genomics offers medicine the
ability to ‘vastly speed up the rate at which important disease-causing
genes can be found.”” The likelihood of a person developing a disease
may be discovered and the disease would thus be prevented from being
contracted.

A probable outcome of this would be the increase in life expectancy.

This could have serious repercussions, as the problem of overpopulation

would become even more acute. There would be more pressure on the .
limited resources available. Such a situation would have the potential of
creating a great deal of conflict.

2. Cloning

Cloning of animals has already taken place and scientists are now
perfecting the technique. Several countries have passed bans on human
reproductive cloning.®® Many religious groups across the world have
denounced cloning® while some sects have encouraged it. The Raelian
movement, a sect that was founded in France, established a company
known as Cloneaid, which claimed to have produced.the world’s first
cloned baby.® However, the subject of reproductive human cloning has
been condemned almost universally. The grey area regarding this issue
is that of human therapeutic cloning ie stem cell research. The attitude
towards this is not uniform across the world and misuse of such technology
is feared. Within the United States itself, the States are divided on this
issue. Those supporting stem cell research believe that a strict regulatory

57 James Watson, ‘Genome Ethics’ (2004) 11 (3) The Nonprofit Quarterly 64.

58 The Universal Declaration on the Human Genome and Human Rights as well as the
ethical policies of the NBC in India prohibit human cloning.

59 Adrienne N Calhoun Cash, ‘Invasion of the Clones: Animal Cloning and the potential
implications on the Future of Human Cloning and Cloning Legislation in the United
States, the United Kingdom, and internationally’ (2005) 82 University of Detroit Mercy
Law Review 349, 350.

60 David Chazan, “‘Who are the Raelians?’ (2002) BBC News, at http://news.bbc.co.uk/1/
hi/health/2610795.stm (last visited 5 March 2006).
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framework can overcome the concerns pertaining to such research by
establishing a neutral governmental agency to supervise the regulation of
stem cell research.®!

3. 'Eugenics

The term eugenics originated in 1883 and was first used to refer to the
‘science’ of heredity and good breeding. It comes from the Greek roots
for ‘good’ and ‘generation’ or ‘origin’.2 The concept of eugenics flourished
in the United States after the First World War. In Germany, Dr Alfred
Ploetz founded the Archives of Race-Theory and Social Biology in 1904
and the German Society of Racial Hygiene in 1905. Thereafter, the interest
in eugenics increased. The idea of breeding a super race was the basis
for the extermination of the Jews and physically and mentally challenged
in Nazi Germany.

The issue relating to eugenics arises due to the new science of
reprogenetics. Reprogenetics, the method of ensuring or preventing the
inheritance of certain genes in a child by the use of genetic technology,
has become an acceptable part of reproductive planning to ensure that a
child is born healthy.® On identification of genes and the constituents of
the genome and determining their structure and function, it may be
possible to alter them in such a manner that the child may be born with
certain desired characteristics. Apart from eliminating the likelihood of
diseases, the possibility of designing a child to conform to particular
standards arises. The morality of designer babies is questioned. Qualms
about a future akin to the dystopian world imagined in Aldous Huxley’s
famous novel ‘A Brave New World’ are prevalent. As stated by Nora
O’Callaghan, ‘If it should happen that they are successful in altering and
“enhancing” the human genome of those who can afford this technology,
then the biological basis for respecting equality and human rights will be

seriously undermined.’®

81 Christopher L Logan, “To Clone or Not to Clone: Should Missouri Allow Cloning for
Biomedical Research? (2005) 73 UMKC Law Review.

‘Eugenics Movement reaches its height in 1923’, a¢ http://www.pbs.org/wgbh/aso/
databank/entries/dh23eu.html (last visited 5 March 2006).

63 Mackenzie supran. 8, 347,

64 OrCallaghan supran. 54, 134.

62
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4. Controlling Genetic Destiny

With the advancement of genetic science, it is possible to detect genetically
impaired foetuses. Such knowledge can create a dilemma in the mind of
the expecting parents on whether to terminate the pregnancy. There are
those who think that if we attempt to control the genetic destiny of children,
‘we are following in the dreadful footsteps of the Nazis’. However, would
it be moral to let a child be born into the world with severe genetic
defects, knowing full well that he would live a life of acute physical and
emotional suffering? Such a child may have legal recourse against the
parents who have done nothing to prevent the birth and thereby ensuring
its painful existence.

5. Gene Splicing

Other worrying developments include gene splicing. Gene splicing
‘involves cutting out part of the DNA in a gene and adding new DNA in
its place.”® This process has a therapeutic value since it can be used to
repair genes so that ‘the new gene will begin functioning correctly,
producing the appropriate enzymes for its type.’” However, scientists
have been experimenting with splicing animal genes by adding human
genes. The ethical difficulties this creates are manifold. Nora O’Callaghan
states: ‘

‘Given that the human neural cells in the brains of these mice, as well as
the liver cells in the sheep, or the human embryos in the mouse womb
would apparently each contain within themselves the entire human
genome, the foundation of our human dignity according to the United
Nations, one could suggest that the real threat presented by these
experiments is to our understanding of the basis of human dignity.’®®

These troubling questions haunt the subject of genetic research and
scientific advancement. The manner in which this may be addressed is
to allow only the therapeutic use of these technologies.

65 Supran. 56, 63.

66 ‘Gene Splicing’, Gene Therapy Solution, athttp://www.genesolutions.com/page8.html (last
visited 5 March 2006).

67 Ibid

68 (’Callaghan supran. 54, 141.
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B. The Administration Of Justice

The growth of the study of genetics has given birth to the science of behavioural
genetics. Genes do contribute to behavioural and personality traits of an
individual. However, it may be cautioned that, ‘No single gene determines a
particular behaviour. Behaviours are complex traits involving multiple genes
that are affected by a variety of other factors.” There are mixed reactions to
the understanding of how genetics influences behaviour.

‘For some people, the idea that they might not be entirely at fault for
some of their less desirable qualities is liberation, conferring a scientifically
backed reprieve from guilt and self-doubt. Others feel doomed by their
own DNA, which seems less changeable than the more traditional culprits
for personal failings, like a lack of discipline or bad childhoods. And
many find it simply depressing to think that their accomplishments might
not be the result of their own efforts.””

The development of the science of behavioural genetics gives rise to the
question of whether the genetic traits of a person could be a mitigating
- factor while determining his guilt.

Genetic information is being used as evidence in judicial proceedings in
India.” In fact, a prisoner is compelled to undergo a medical test as soon
as he is incarcerated and a register of his health is required to be
maintained.”? Genetic material found at a crime scene may also be
adduced as evidence.” If it can be determined that the accused was
predisposed to committing a particular act due to his genetic structure,
could this be used as a criminal defence?

9 ¢Behavioural Genetics, Human Genome Project Information, genomics.energy.gov, at http://
www.ornl.gov/sci/techresources/ Human_Genome/elsi/behavior.shtml (last visited 5
March 2006). .

70 Amy Harmon, ¢ “My Genes Made Me Do It,” Say More People’, The New York Times
(articles selected for the Asian Age) (New York USA 24 June 2006).

7L AIR 2003 SC 3450.

2 As per the provisions of the Prisons Act, 1894.

73 Although Article 20 of the Constitution of India provides that no man can be compelled
to be a witness against himself, using human tissue found at a particular place as evidence
would not amount to being a witness since the article only prohibits compelling a person
to furnish self incriminating evidence that is in form of a communication.
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An approach that may be adopted is that where the accused introduces
such a defence, he should also prove that there was a direct link between
the action and the genetic disability ie there should be a causal relationship
between the two.”

However, ‘behavioural genetics does not determine who will commit a
crime, only that a person has a predilection or increased likelihood of
exhibiting antisocial behaviour when combined with multiple other factors
like environment and upbringing.’”® Although genetic predispositions may
be employed as a defence in a criminal proceeding, it would not be
desirable to completely absolve an offender of all liability. A person may
be found liable in spite of his having proved his genetic predilection
towards criminal behaviour, if he fails to take sufficient precautions to
prevent any criminal action, even though he is aware of his genetic
predispositions.”

The genetic structure of a person may also play a part during the sentencing
of a person for a crime. The quantum and the type of punishment could
depend on the genetic make up of a person. The type and length of
punishment may be determined having regard to his genes. Lately there
has been a great deal of stress on the reformative theory of punishment.
Indeed, ‘too much attention has been paid to the crime, and too little to
the criminal.”” Criminals genetically predisposed towards violence who
serve a long sentence in jail are hindered from learning how to control
their aggression due to the hostile environs of a prison and this intensifies
their predilection for violence.” Their aggressive behaviour could be
treated by knowing the genetic cause of their behaviour.

Treatment of genetic impairments of criminals by prescription drugs as
well as psychotherapy, after identifying their genetic structure may prove
to be an effective curb on crime. Rehabilitation of criminals could be

74 Lisa Schriner Lewis, ‘The role genetic information plays in the cnmmal justice system’
(2005) 47 Arizona Law Review 519, 542.

> Ibid, 541.

76 Lewis supran. 74, 548.

77 Fitzgerald supran. 19, 96.
8 Lewis supran. 74, 545.
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more successful if one could discover the genetic triggers underlying
their behaviour. However, such treatment should be voluntary and
completely regulated so that prisoners do not become subject to dangerous
experimental procedures.

For effective use of genetic materials for the administration of criminal
justice, it is important that members of the judiciary are educated and
made aware of the science underlying genetics and genomics. State and
Federal court administrators in the United States have initiated
programmes of scientific education as well as publication of manuals on
scientific evidence.” In India, ‘National 'and State Judicial Academies
and the Bar Councils should develop and promote continuing legal
educational programmes for judges and legal practitioners, respectively,
in relation to the use of genetic information in the court proceedings.’®

VII. CoNCLUSION

The Human Genome Project is an astounding ‘inward voyage of discovery
rather than an outward exploration of the planet or the cosmos’® The
advantages of mapping the human genome are manifold and may possibly
lead to the elimination of many dreaded diseases and have many beneficial
impacts on public health. However, we must not lose sight of the many
concerns that have arisen. We need satisfactory laws to maintain a balance
between individual rights and public interest.

To make a suitable regulatory framework, it is necessary to evaluate the
potential areas in which the science can be used, the manner in which it
is used and the ethical questions that arise therefrom. The difficulty that
appears in connection with assessing the impact of genomics is that it is
not possible to know how the science may develop and what its possible
repercussions may be. The application of traditional legal principles to a
newly evolving facet of science having farreaching implications on
humanity, may prove abortive. This has been realised even by the scientific

9 Supran. 69.

80 Abichandani supra n. 16.

81 “All About the Human Genome Project’ National Human Genome Research Institute, at
http://www.genome.gov/10001772 (last visited 5 March 2006).
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no legislation passed to govern the ever-increasing clinical trials in India.”™
While promoting clinical research in the country is important for economic
reasons, the Government should ensure that drugs for which trials are
conducted in India on Indian volunteers are available at a reasonable
price in the Indian markets. The Government has to strike a balance
between the Preventive Principle which requires submission and approval
of application before conducting clinical trials and the Progressive Principle
which ensures that India continues to be a major player in the global
market while adhering to the international guidelines and principles.”
Thus by putting the rights, safety and interests of the volunteer before
those of society proves that the volunteer’s rights are of paramount
importance. The Progressive Principle would bind the Government not
to enforce any harsh liability on the pharmaceutical companies but the
Government cannot sacrifice the interest of its own citizens in the name
of development. In fact the Government should restrict the number of
trials that a person can participate in simultaneously; this would be
beneficial for the volunteer as well as the researcher and pharmaceutical
company. However it would lead to an increase in the cost of conducting
trials in India due to a reduction in the availability of guinea pigs. The
road does not end here.

The Government needs to work towards regulating the outcome of the
results being made available to the public to ensure that the trials are
conducted as per the norms laid down by it.”” Confidentiality and privacy
of the volunteer should in no way be confused with disclosure of details
and result of the trial. In fact, mandatory disclosure of such information
to the public would augment the trust of the people and encourage them
to participate in these trials. The Government needs not only to codify

70 Chapter VI, Development Implications, United Nations Conference on Trade and
Development (UNCTAD), World Investment Report, 2005, Transnational Corporations
and the Internationalization of R&D, 192-193, available at http://www.unctad.org/en/
docs/wir2005ch6_en.pdf (last visited 26 July 2006).

Preventive Principle secures and protects the interest of the subject while through the
Progressive Principle the Government promotes the economy of the country.

Public access to result of the trials does not suggest violation of Principles of Privacy and
Confidentiality. The Declaration of Helsinki, 1964 deals with necessity of privacy of
human subjects. ‘

71
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ethical issues into a proper legislation but also issues concerning and
recognising improvements in the fields of biotechnology and
bioequivalence. Similarly research such as non commercial clinical trials
not extensively recognised in most countries due to various reasons should
also be covered within the ambit of the proposed legislation.” The
Government should not only take into consideration the various legislations
governing clinical trials passed by other countries but look at the filling
up the loopholes found in those legislations.” These measures should be
dealt with simultaneously with the Act.

73_Non-commercial clinical trials refer to trials conducted by researchers without the
assistance of pharmaceutical companies. These trials provide great benefits to the patients.
This concept has been provided for in the EU Directive 2001, however most member
states are still to incorporate the same in their national legislation according to their
specific requirements.

74 Thus while the British Parliament plans to tighten its regulatory procedures after the
TeGenero incident, the Indian Government should learn from these mishaps and prevent
occurrence of such accidents in India. Similarly it can also avoid an episode like Kano
Trials by incorporating appropriate measures protecting the subjects.
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GENDER WARS: AN IDENTITY CRISISt
Savita Sadananda”

‘Over himself, over his own body and mind,
the individual is sovereign.’

John Stuart Mill!
1. INTRODUCTION

Alex, a 13 year old girl, an inhabitant of Australia is not just another girl
from the neighbourhood. Alex faced a very atypical and uncharacteristic
dilemma with regard to her gender identity. She had an overwhelming
sense of discomfort with her anatomical sex and had a strong desire to
live as a male to add to that had gone to distressing lengths to conceal her
female body.? In these gender wars, Alex is not alone.

‘Gender identity is the internalised sense of being male, female or having
an ambivalent sexual status, the self awareness of knowing to which sex
one belongs.”

Gender identity is the sense of belonging that one feels for a particular
sex not only biollogically but also psychologically and socially.
Transsexuality therefore can be explained as a variant gender identity in
which there is an incongruity between a person’s external genitals and
his psychological sense of gender. There is a persistent discomfort with

t This article reflects the position of law as on 23 January 2006.

* The author is a student of Government Law College Mumbai, and is presently studying
in the Fifth Year of the Five Year Law Course. She can be contacted at
savitasadananda@gmail.com.

! John Stuart Mill, ‘On Liberty and Other Essays’, (1859) Oxford University Press, 1991
Reprint.

2 Re Alex: Hormonal Treatment For Gender Identity Dysphoria [2004] FamCA 297, available at
http://www.familycourt.gov.au/presence/resources/file/eb001848a4fb4f4/realex.pdf (last

. visited 27 July 2006).

8 A Descriptive Dictionary and Atlas of Sexology, Greenwood Press, 1991, 241.
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his or her anatomical sex and a sense of inappropriateness in the gender
role of that sex.!

The object of the article is to highlight the legal hassles faced by
transsexuals and the subsequent need for legislations that would safeguard
their basic rights. It is imperative that the law recognises the gender
assertions they have made through seeking reassignment.” The article
will also touch upon the laws adopted by various countries that recognise
a transexxual’s acquired sex.

. SexuaL REASSIGNMENT SURGERY & CONDITIONS

Transsexuals seek their gender assertions through a sexual reassignment
surgery. In order to assess whether a patient is in need of the surgery,
which is irreversible, doctors in the United States of America apply the
criteria as contained in the Diagnostic and Statistical Manual of Mental
Disorders. This manual has laid down five criteria that must be met
before a diagnosis of a transsexual can be given:

* There must be evidence of strong and persistent cross-gender
identification.

*  This cross-gender identification must not merely be a desire
for any perceived cultural advantages of being the other sex.

* There must also be evidence of persistent discomfort about

one’s natural sex or a sense of inappropriateness in the gender
role of that sex.

+ Dr. Russell Reid ¢t al, Transsexualsim: The Current Medical View Point (18 January
1996) 27 edn, available at http://www.pfc.org.uk/medical/mediview.htm#sum-legal (last
visited 12 May 2006). This work was produced as part of the work of the UK
Parliamentary Forum on Transsexualism chaired by Dr. Lynne Jones MP. The purpose
of the document is to provide an overview of current best practice in providing effective
health care for persons with the transsexual syndrome. It describes the nature of the
syndrome, its diagnosis, treatment and outcomes; recognises its biological aetiology;
and makes recommendations for the legal status of people experiencing transsexualism.

5 Stephen Whittle, Legislating for Transsexual Rights: A Prescriptive Form {17 May 1996]
available at hitp://www.pfc.org.uk/legal/whittle3.htm (last visited on 12 May 2006).
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*  The individual must not have a concurrent physical intersex
condition.

* There must be evidence of clinically significant distress or

impairment in social, occupational, or other important areas
of functioning.®

Sexual re-assignment surgery will be undertaken only if each and every
one of these conditions is satisfied. The need to apply such standards for
surgeries in India is urgent.

III. Errects ON ELEMENTS OF PERSONAL LAwS

A.  Matrimonial Laws

Marriages between gender-conflicted and non-gender conflicted fall into
two categories: )

1. Marriages between a person of one sex and a person of the
opposite sex who was formerly of the same sex (post operative
marriage).

2. Marriages between two persons of the opposite sex, one of
whom subsequently became a member of the same sex.’

A cursory glance at the relevant matrimonial laws in India would be
essential. Under Section 5 of the Hindu Marriage Act, 1955 a marriage
will be solemnized between any two Hindus, if neither party has a spouse
living at the time of the marriage, the bridegroom has completed the age
of twenty-one years and the bride is of the age of eighteen years at the

¢ The Diagnostic and Statistical Manual of Mental Disorders (DSM-IV-TR), published by
the American Psychiatric Association, is the handbook used most often in diagnosing
mental disorders in the United States, available at http://www.psych.org/research/dor/
dsm/dsmintro81301.cfm (last visited on 13 May 2006). The criteria that has been
categorically  stated is available at http://en.wikipedia.org/wiki/
Gender_identity_disorder#DSM-IV (last visited on 13 May 2006).
See also http://www.pfc.org.uk/node/634 (last visited on 13 May 2006).

7 See Sr. Mary Elizabeth, Legal Aspects Of Transsexualiasm (J2CP Information Services
California 1998), available at http://www.transgendercare.com/guidance/resources/
legal_aspects_ts.htm#b6 (last visited 27 July 2006).
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time of marriage. The Parsi Marriage and Divorce Act, 1936,% and the
Indian Christian Marriage Act, 1872,° also have analogous provisions.
Under Mohammedan law, marriage (nikah) is defined to be a contract
performed to acknowledge the legitimacy of procreation.

The 1970 case of Corbett v. Corbett,” for the first time, questioned the
validity of marriage of one April Ashley, a postoperative male-to-female
transsexual, registered at birth as a male and raised as one, with Arthur
Corbett. Arthur Corbett, prior to marriage, knew the facts of this gender
transition. In December 1963 both filed petitions for a declaration that
the marriage was null and void. Omrod, J. held that:

“The question ... becomes what is meant by the word “woman”
in the context of a marriage. Only a biological female is “a person
who is naturally capable of performing the essential role of a
woman in amarriage”.... The law should adopt the medical criteria
of sex at birth, namely, “the chromosomal, gonadal and genital
tests, and if all three are congruent [at birth, as in this case]
determine the sex for the purpose of marriage accordingly, and
ignore any operative intervention....Marriage is a relationship which
depends on sex and not on gender.”"! .

Omrod, J. thus, declared the marriage void.

However, marriages between a person of one sex and a person of the
opposite sex, who was formerly of the same sex, should be allowed
because the post-operative transsexual, psychologically as well as socially,
is as ordinary as any non-transsexual in his acquired sex. The validity of
such a marriage would obviously hinge on factors like fraud and absence
of consummation. But if the spouse of such a transsexual is aware of his/
her past and entirely understands the fact they will never be able to
consummate the marriage and have a child of their own, there is no
reason why a transsexual must not be allowed to marry. By not permitting
them to marry we are circuitously making them a victim of social stigma.

8  The Parsis Marriage and Divorce Act, 1936, section 3.
9 The Indian Christian Marriage Act, 1872, section 60.
1 [1970] 2 Al ER 33.

11 [1970] 2 All ER at 48-49.
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Some countries today, recognise gay and lesbian marriages, so why
discriminate against the transsexuals by not recognising their marriages.

The same view was recognised in the case of M. T. v. J. T.,'* wherein the
New Jersey Appellate Division unanimously declared in 1976 that an
individual who changes sex through surgery is entitled to all the legal
rights enjoyed by others of the same sex, including marriage. The Court
rejected previous decisions in this country and abroad, that held a person’s
sex was determined solely by his or her chromosomes designated at
birth. The Court ruled that ‘[I}f the anatomical or genital features of a
genuine transsexual are made to conform to the person’s gender, psyche,
or psychological sex, then the identity must be governed by the congruence
of these standards.” Therefore, it was held that a marriage between a
postoperative individual and a person of the opposite sex is valid as long
as the transsexual does not conceal the fact that he is one.

The above view has been re-affirmed in Re Kevin’s Case,'® by Justice
Chislom of the Family Court of Australia, who held that a marriage
between a post-operative male and a female is valid. The crux of the
matter was whether the husband was a man at the date of the marriage.
The Commonwealth argued that the meaning of the word ‘man’ or
‘woman’ in the Marriage Act, 1961 (Commonwealth) should be
understood in the context in which the words were used at the time the -
legislation was passed. Granting a declaration that the marriage was valid,
it was held that for the purpose of ascertaining the validity of a marriage -
under Australian law, the question whether a person is a ‘man’ or a
‘woman’ is to be determined as of the date of the marriage. Anything to
the contrary in Corbett v. Corbett does not represent Australian law.

- On 11 July 2002, the European Court of Human Rights delivered its-
judgment in the case of Goodwin v. The United Kingdom," and held that

12 140 N J.Super. 77, 355 Atl. 2d 204,

13 [2001] FamCA 1074, available athttp://www.austlii.edu.au/au/cases/cth/family_ct/2001/
1074.html (last visited 14 May 2006).

4 (2002) 35 EHRR 18.
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the United Kingdom had breached the right to private life and the right
to marry." In response to this judgment, the Parliament of United Kingdom
passed the Gender Recognition Act, 2004.

B. Divorce

Another issue to be dealt with is whether a married person undergoing
sexual reassignment surgery would be entitled to maintain his/her marital
status. Legislation should make provision for upholding of the same to
be dependent on the acceptance of the other spouse. However, sexual
reassignment surgery should be included as a ground for divorce if the
other spouse does not concede to it. If a marriage is solemnised with
prior knowledge of the spouse’s transsexuality, then the other spouse
should not be allowed, at a later date, to use the ground of impotency as
a means of nullifying the marriage.'°

The law must ensure that the physicians will not provide hormone therapy
and the surgeons will not perform sex reassignment surgery prior to a
divorce action being completed and the issues of status of the marriage
and children born of the marriage is ascertained.

15 The applicant, Christine Goodwin, lodged a complaint with the European Commission
of Human Rights on 5 June 1995 as regards the lack of legal recognition of her post-
operative sex and about the legal status of transsexuals in the United Kingdom. The case
was transmitted to the European Court of Human Rights on 1 November 1998. On 11
September 2001 a Chamber of the Court (Third Section) relinquished the case to the
Grand Chamber and a hearing was held on 20 March 2002.

16 It seems to be the policy of the Hindu Marriage Act, 1955 that it is a matter of individual
liberty whether a person feels like marrying an impotent. Section 12 of the Hindu Marriage
Act, 1955 states, ‘Any marriage solemnised, whether before or after the commencement
of this Act, shall be voidable and may be annulled by a decree of nullity on any of the
following grounds, namely, that the marriage has not been consummated owing to the
impotence of the respondent. A party is impotent if his or her physical or mental condition
makes consummation of marriage a practical impossibility. Impotency means inability
to perform sexual act or inability to consummate the marriage. Impotency is either
physical or mental. Instances of the former are malformation of, or structural defects in
the organ.’ ‘Impotency’ has been further defined in Paras Diwan, Modern Hindu Law
(13th edn Allahabad Law Agency 2000) p 99.
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C. Alimony Laws

The determining factor, in cases for maintenance, is the financial status
of the spouse and not the sex of the person."” Therefore, a mere change
of sex by a woman should not disentitle her of maintenance. Thus, the
financial status of both the spouses should be the only determinant. The
same principle must be applied to maintenance provided under section
125 of the Criminal Procedure Code, 1973.

This view has also been expressed in a recent decision by the Ohia
Court of Appeals. The Court concluded that the mere fact that the
supported spouse has undergone a sex-change operation does not alleviate
the other spouse’s support obligation. In Moore v Moore,' the marriage
was dissolved after 25 years. The husband was ordered to pay spousal
support. Eight years later, the husband sought relief from payment of
alimony on the basis that the wife had undergone sex reassignment surgery
and was now a male. The husband’s motion for relief was denied by the
trial court, which stated that the husband had failed to establish the
existence of any significant change in the former wife’s financial
circumstances that would warrant any relief. The Ohio Court of Appeals
re-affirmed the trial court’s decision.

The existing laws in our country are not equipped to deal with such
contingencies and should be amended to provide for the same.

D. Child Custody

The welfare of children is of paramount consideration and not the rights
of the parents.! This principle applies to all cases involving children. A

7 The criteria for disbursement of alimony has been laid under section 37 of the Indian
Divorce Act, 1869 and section 25 of the Hindu Marriage Act, 7955 and section 40 of the
Parsi Marriage and Divorce Act, 1936. The criteria laid down is that the husband shall, to
the satisfaction of the Court, secure to the wife such gross sum of money, or such annual
sum of money for any term not exceeding her own life, as, having regard to her fortune
(if any), to the ability of the husband, and to the conduct of the parties, it thinks reasonable;
and for that purpose may cause a proper instrument to be executed by all necessary
parties.

18 158 Ohio App. 3d 489, 817 N.E.2d 111 (2004).

19 Rosy Jacob v. Jacob A Chakramakkal AIR 1973 SC 2090 and Nirmala Jain v. State (Dellu)
AIR 1983 Del 120. See also section 13 of Hindu Minority and Guardianship Act, 1956.
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case involving a gender-conflicted parent presents a unique situation in
child custody matters, the contentious question being whether the gender-
conflicted are by definition unfit parents. A fit parent is one who would
not only provide for all the necessary needs of the child but also provide
the child with love and support for the proper development of the child.
A transsexual parent cannot be considered to be an unfit parent merely
on the ground that he/she has undergone a sex reassignment surgery,
since the requirements of a fit parent have nothing to do with the sex of
the person. In custody disputes, any parent seeking a material change in
the terms of the custody agreement has to demonstrate to the court that
there has been a material change in the circumstances affecting the child.
Itis clear that the test for custody and access is always determined keeping
the best interests of the child in mind. Therefore, a parent’s decision to
change his gender does not constitute a material change in circumstances to
warrant alteration of the child custody arrangement. (emphasis supplied)

The Colorado Appellate Court ordered that the custody must remain
with the natural ‘mother’ (presently a male) in Christian v. Randall.® The
court found that ‘the record contained no evidence that the environment
of the respondent’s home in Colorado endangered the children’s physical
health or impaired their emotional development.’

In 1987, a Minnesota Appellate Court,? reasoning that the best interests
of the child would be so served and sustained the grant of sole custody of
a daughter to her ‘transvestite’ father. Pertinent to the decision was the
fact that the father did not cross dress at home, would tell his daughter
about his cross dressing at an appropriate time with the help of a therapist,
and, perhaps critically, that the child had been abused while in the mother’s
custody.

In Re Mackenzie,” the Arizona Supreme Court upheld the lower courts’
decisions and ruled that the defendant’s cross-dressing and preoperative

20 516 P.2d 132 (Co Ct App 1973).

2 In re the Custody of TJ., 1988 Minn. App. LEXIS 144 (Minn. App. Feb. 2, 1988)
(unpublished decision). ‘

2 Supran. 7.
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transsexual lifestyle was not an issue significant enough to cancel either
custody or visitation.

Whether the gender-conflicted are per se unfit parents is clearly unresolved
scientifically and judicially at this time. Preliminary psychiatric data,
however, indicates that as parents, the gender-conflicted do not adversely
affect their own child’s sexual identity.

This view has been further supported by the judgment of Kantaras v.
Kantaras® wherein the petitioner Michael Kantaras, a female-to-male
transsexual, had pleaded for dissolution of marriage and child custody
rights. In February 2003, Circuit Court Gerard O’Brien, ]. issued a
groundbreaking decision holding that Michael was legally male, affirming
the validity of the marriage, and awarding Michael primary custody of
the couple’s two children. On appeal, the respondent, Linda Kantaras
pleaded that the petitioner must be stripped of all his parental rights
merely on the ground that he was a transsexual. The Court of Appeal
did not uphold this contention and ruled that transsexualism must not be
the ground on which a parent is stripped of his parental rights. However,
the Court declared the couple’s marriage to be void.

E. Inheritance Laws

The aspect of transsexualism came into the limelight in India due to the
high-profile Mafatlal family feud between the youngest son Atulya and
his transsexual brother Ajay (who earlier was Aparna). Late Yogendra
Mafatlal had during his life-time given control of the Mafatlal companies
to Atulya and had also distributed family property among Atulya and his
four daughters. Though the question of which sex, male or female, of the
transsexual brother would be used to determine inheritance, did not
arise in court, there was much media speculation on the issue. The law of
inheritance with regard to transsexuals in India is another element of
family law that needs examination. A person inherits either by testamentary
succession or by intestate succession.

2 Case No. 2D03-1377, Court of Appeal of Florida, Second District, 884 So. 2d 155, Thev
decision by Fulmer, J. of the Court of Appeal is available at http://
www.transgenderlaw.org/cases/kantarasopinion.pdf (last visited on 8 January 2006).
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Presently Hindus are governed by the Hindu Succession Act, 1956, wherein
the general rules governing succession to the property of a male Hindu
dying intestate and a female Hindu dying intestate differ.” In case of
Mohammedans, the rule is that the son shall take two third share of the
property and the daughter shall take only one third share.” When one
reassigns his biological sex to align it with his psychological sex his rights
of inheritance are altered. The law needs to ascertain the stand that it
would take in a situation where a transsexual dies intestate or the heir is
a transsexual, as there may be instances where one may undergo the sex
reassignment surgery to just avail of benefits of succession. This is especially
important where in an intestate succession, male and femnale inheritance
is unequal.

To illustrate, consider a male to female Hindu transsexual dies intestate,
the question that arises in such cases is whether section 8 or section 15 of
the Hindu Succession Act, 1956 would apply with regard to the devolution
of property. The stand that should ideally to be taken, by a welfare state,
such as India, would be to divide the property in accordance with the
sex of the person at the time of his death. The same must be done in the
case of Mohammedans, Parsis and Christians. In cases where the heir
- changes his or her sex, the law must recognise the sex of the person at
~ the time the estate devolves upon him/her. Furthermore, if the transsexual
has changed his sex prior to succession he should be recognised by the
sex he has acquired but if he has changed his sex after succession he
cannot then inherit as per the reassigned sex. The properties of a Hindu
~ woman, also known as stridhan, are significantly affected by sex
reassignment surgery. If a male transsexual had acquired stridhan at the
time of marriage, such property should remain vested with him. The
other problem that would arise is in situations wherein the will is ambiguous
as regards the legatee. For example, if a testator bequeaths his property
to his son and three daughters and subsequently one of his daughters
undergoes a sex reassignment surgery prior to succession and the will
does not provide for the same, the judge must apply the ‘arm chair rule’

2 Hindu Succession Act, 1956, section 8 and section 15.
%5 Mulla, Principles of Mohamedan Law, 19 Edn 1990, p.254.
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-in order to ascertain what the testator intended by his will. Thus rules of
succession should be amended so as to recognise the rights of a transsexual.

IV. REcORDS & DEMOGRAPHIC BALANCE

The Indian law requires every birth to be registered by the Registrar
appointed by the State Government.” The details to be registered are
the names of the child and parents, the child’s sex etc. The customary
criteria used for determining sex are the biological criteria: chromosomal
and genital congruity.” The law provides for an entry in the birth register
to be corrected at any time if it can be shown to the satisfaction of the
Registrar, that the entry registered is erroneous.”® This includes the
circumstances where the new born was not in fact of the sex recorded in
the register.

Since the importance of a birth certificate is evident it is unreasonable to
not issue transsexuals with a new birth certificate which would serve as
evidence of their acquired sex. It will also lead to an anamoly that a
person may be born a man but post operation dies a female or vice
versa.

The condition of gender dysphoria is not an error. Although the Indian
law does not provide for any change in the register, otherwise than an
error, it is submitted that the reassignment operation is by choice and

% The Registration of Births and Deaths Act, 1967, section 7.

27 Working Group, ‘Report of the Interdepartmental Working Group on Transsexual People’,
Home Office, United Kingdom, p-9. The working group was set up by the Home Secretary
of the United Kingdom in April 1999 to consider, with particular reference to birth
certificates, the need for appropriate legal measure to address the problems experienced
by transsexual people, having due regard to scientific and societal developments, and
measures undertaken in other countries to deal with them.,

28 Section 15 of The Registration of Births and Deaths Act, 1969 states, ‘If it is proved to the
satisfaction of the Registrar that any entry of a birth in any register kept by him under
this Act is erroneous in form or substance or has been fraudulently or improperly made,
he may, subject to the rules as may be made by the State Government with respect of
the conditions on which and the circumstances in which such entries may be corrected |
or cancelled, correct the error or cancel the entry by suitable entry in the margin, without .
any alteration of the original entry and shall sign the marginal entry and add thereto the .
date of the correction or cancellation.’
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does not indicate an error in recognition of the sex at the time of birth.
Therefore, the provision to make changes on the basis of reassignment of
sex is absent in the Registration of Births and Deaths Act, 1969 and needs
to be included in order to give transsexuals complete recognition of their
newly acquired gender.

V. Errect ON EMPLOYMENT & VOCATIONAL TRAINING

There is a crucial need to provide for regulations that prohibit
discrimination against in the spheres of employment and vocational
training on the basis that a person has undergone, is undergoing or intends
to undergo gender reassignment. Article 16 of the Constitution of India
(Constitution) protects government employees against discrimination on
the grounds of sex. This principle has been incorporated in the policies
of most private companies.

There may be exceptional instances where it may not be unlawful to
discriminate on grounds of gender reassignment such as:

*  When a person’s sex is a Genuine Occupational Qualification

(GOQ) for that employment; or

* The nature of employees’ duty involves the conducting
intimate searches pursuant to statutory powers (eg The Police
and Criminal Evidence Act);

* The duty involves the employee working in a private home
and reasonable objection can be shown by the employer
because of the intimate contact in those circumstances.

It is submitted that in these limited cases alone, discrimination at
employment may be permitted.

A, Vocational Training

Articles 15(4) and 16(4) of the Constitution empower the State to make
special provisions for the advancement of any socially and educationally
backward classes of citizens or for the Schedule Caste and Schedule
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Tribe, in the field of education and public employment. Article 46® of :
the Constitution reiterates the commitment of the Government in
protecting the interest of the Schedule Casts and Schedule Tribes.

Pursuant to the National Policy on Education, 1986 and the Programme
of Action (POA), 1992, a reservation policy was framed in order to give
an impetus for the development of the backward classes. This reservation
also provides for girls in various educational institutions. The question :
that we would face is whether a male to female transsexual must be ;
considered to be a female for reservation purpose. The law must recognise |
them in accordance with their acquired gender and provide them with
all the rights as per that gender.

V1. ABUSE OF THE SURGERY

In as much as this surgery is a boon to transsexuals, at the same time this |
surgery could be chosen for malevolent desires. Female infanticide is !
one social taboo India has not yet done away with. Unfathomable desires.
of many parents to have a son could generate situations wherein they are

seen seeking this procedure to alter the sex of their girl child. Sexual
reassignment surgery conducted without consent, on a child or an adult,
would amount to a violation of the individual’s right to life guaranteed:
by Article 21 of the Constitution. It would also attract the provisions of
section 320 of the Indian Penal Code that deal-with the criminal offence
of causing ‘grievous hurt'™®. ’

2 Article 46 of the Constitution states, ‘The State shall promote, with special care, the |
education and economic interests of the weaker sections of the people, and, in particular
of the Scheduled Castes and Scheduled Tribes, and shall protect them from social injustice !
and all forms of social exploitation.’

30 The following kinds of hurt only are designated as ‘grievous’: First-Emasculation, |
Secondly-Permanent privation of the sight of either eye, Thirdly-Permanent privation of
the hearing of either ear, Fourthly-Privation of any member or joint, Fifthly-Destruction |
or permanent impairing of the powers of any member or joint, Sixthly-Permanent :
disfiguration of the head or face, Seventhly-Fracture or dislocation of a bone or tooth, -
Eighthly-Any hurt which endangers life or which causes the sufferer to be during the
space of twenty days in severe bodily pain, or unable to follow his ordinary pursuits.
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It is, however, submitted that this procedure must be permissible in case
of adults, of their own volition as they believe that they are trapped in the
wrong body and infants who suffer from hermaphoditism, which is a sex
disorder wherein infants are born with ambiguous genitalia having both
testicular and ovarian tissue or genetic syndromes that confound a simple

designation as a male or female, and doctors have to assign a sex to
them.

Thus, any kind of a sex-change operation should not be permitted in
children as long as gender dysphoria is diagnosed. Such situations could
be regulated by laws that make it imperative to acquire permission from
a Committee comprising of senior doctors of the district or a certificate
regarding the condition of the child be acquired from a independent
doctor appointed by the Court.

In India, the prevalent practice followed by ethical doctors is as follows:

* To analyse the patient’s psychological condition by three
psychiatrists of Medical College standing;

*  To certify that the patient is sane;
* That hefshe is a transsexual;

*  That the operation is going to make the patient happy and
that the patient, if not operated upon, would commit suicide.

If only they certify in the affirmative to the above four queries should the
patient be considered fit for the surgery. Subsequent to receiving the
certificate, the plastic surgeon would ask the patients

* To cross dress for a period of three months in order to get
acquainted with life after the surgery;

* If the patient is still prepared to undergo the surgery, he/she

is administered hormone therapy for six months;

It is only after these nine months would the surgery be
conducted.
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The panel consisting of doctors, psychologists and legal experts if
constituted under the regulation would aid in preventing the abuse of
sugery. Thus, it is imperative that the above procedure is governed by
law.

VII. ComMpARISON OF Laws IN VARIOUS COUNTRIES

Several countries have enacted legislation in order to confer full recognition
to transsexuals. A ‘study of the laws in various countries would not only
highlight the importance of such legislation but also lay down certain
accepted principles.

A. United Kingdom

The United Kingdom (UK) has enacted the Gender Recognition Act, 2004
in order to provide transsexuals with the prospect of achieving legal
recognition of their acquired gender. This Act not only enables them to
acquire new birth certificates but also entitles them to equal rights and
liberties. Only adults (18 years and above) are entitled to a gender
recognition certificate provided their conditions are as mandated by section
2 of the said Act.* Two kinds of certificates are granted under the said
Act, one to an unmarried applicant, a full gender recognition certificate,
and the other to a married applicant who is issued an interim gender
recognition certificate.

The Sex Discrimination (Gender Reassignment) Regulations, 1999 of
Great Britain lays down measures to prevent discrimination against

transsexual people on the grounds of sex, in pay, treatment in employment
~ and vocational training. The effect of the Regulations is to insert into the
Sex Discrimination Act, 1975 a provision which furthers the scope of the
said Act, to include prohibition of discrimination on gender reassignment
grounds.

3 This section requires, inter alia, that the applicant has gender dysphoria and has lived in
the acquired gender throughout the preceding two years and intends to live in the acquired
gender.
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B. Germany

Since 1980, Germany has a law that regulates the change of first names
and legal gender.” The German Transsexuals” Act, 1980 (the TSG Act)
provides two options, which may be applied either successively or
independently of each other. The first option refers to changing the
applicant’s first name in accordance with the transsexuals acquired
gender.® The second option is that after the individual has undergone
sex reassignment surgery he may apply for change in gender. For both
proceedings, two mutually independent expert opinions are necessary.
These expert evaluations have to certify that a diagnostic criterion for
transsexualism has been in existence for at least three years, and that the
condition is of a permanent nature. The requirement of a minimum age
of 25 years, which had been prescribed for both the abovementioned
proceedings, was eliminated for the legal status change in 1982.

C. Australia

The first major advances in Australia occurred when two Supreme Court
decisions, one in Vicotria,* and the other in New South Wales,* held
that following sex affirmation treatment, a woman who is a transsexual is
regarded as a female for the purpose of the Criminal law. On 3 January
2005, a new legislation was introduced by the Brack’s Government in
Victoria to provide for the correction of the legal record of sex of its
citizens who had undergone sex reassignment surgery.*

32 “Gesetz iiber die Anderung der Vornamen und die Feststellung der Geschlechtszugehorigkeit in
besonderen Fillen (de:Transsexuellengesetz — TSG, 1988)—‘Law About The Change Of First
Name And Determination Of Gender Identity In Special Cases (Transsexual Law - TSG)’.
Translated version available at http://translate.google.com/translate? hi=en&sl =de&u
=http://www.cgil.it/org.diritti/transex/legted. html&prev = search %3 Fq%3
DBeschl%2Bd.%2BBVerfG% 2B% 26h1% 3Den% 261r%3D%26ie% 3DUTF-
8%26sa%3DG (last visited 13 May 2006).

3 Section 1 of the TSG Act.

34 Rv. Cogley [1989] VR 799.

35 Rv. Harris and McGuiness |1988] 17 NSWLR 158.

3% Births, Deaths and Marriages Registration (Amendment) Act 2004, Act No. 29/2004.
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In the year 2001, Justice Chislom a judge of the Family Court of Australia
gave a groundbreaking judgment which held that marriage between a |
postoperatvie male transsexual and a woman is valid.*” The Court further
ruled that transsexuals, like others with intersex conditions, should be

able to choose their sex, affirm it and marry as a member of that sex.

This judgment brings Australian law in confirmity with a growing tendency |

internationally to recognise a transsexual’s acquired gender.

The South Australian Legislature has passed the Sexual Reassignment
Act, 1988 to provide recognition in their new gender to people who have
undergone gender reassignment,® by issuing a recognition certificate that
would identify a person who has undergone a reassignment procedure
as being of the sex to which that person has been reassigned.*

D. France

One of the earliest judgments which compelled France to change their
laws is the case of B v. France®. In 1992, a French transsexual, B, took
France to the European Commission of Human Rights over the refusal
to change the civil record. This Court ruled in favour of the transsexual
and forced the French Supreme Court, the Court of Cassation, to overturn
its earlier ruling, and in November 1992 the right of transsexuals to change
civil status was recognized in France.

E.  United States of America

Out of 50 states constituting the United States of America, 48 states have
enacted and amended legislative procedures to integrate transsexuals in
the civil society. The 2 states that have not made amendments are
Tennessee and Ohio. In 1975, the City of Minneapolis became the first
governmental entity in the United States to pass trans-inclusive civil rights
protection legislation.*!

% " Re Kevin’s Case supran. 14,

% Act No. 49 of 1988. The object of this Act is to allow the reassignment of sexual identity;
to regulate the performance of reassignment procedures; and for other purposes.

39 Sexual Reassignment Act, 1988, section 4.

4 13343/87 [1992] ECHR 40 (25 March 1992).

4 See http:// en.wikipedia.org/wiki/LGBT_movements_in_the_United_States (last visited
30 August 2006).
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The first case that dealt with transsexualism in the US was Mtr. of
Anonymous v. Weiner,* which involved a petition for a change of sex in a
birth certificate from the Bureau of Vital Statistics in the New York City
Health Department. The transsexual’s application in Weiner was denied.
The aggrieved applicant filed a suit, but the court ruled that granting of
the request was not permitted by the New York City Health Code, which
only permitted a change of sex on the birth certificate if an error was
made recording it at birth.

In 1968, in the case of Matter of Anonymous,® a similar request was denied.
However, a request for change of name was granted. The decision of the
court in Weiner was again affirmed in Mtr. of Hartin v. Dir. of Bur. of
Recs.,** and Anonymous v. Mellon.*

With regards to marriage, the first case in the United States which found
that post-operative transsexuals could marry in their post-operative sex
was the New Jersey case of M.T. v. J.T.* Here the Court expressly
considered the English Corbett v. Corbett decision, but rejected its reasoning.
Thus, from an overview of the situation in the United States of America,
it can be inferred that the states have taken steps to assimilate the
community of transsexuals in a civil society.

F. Canada

Legislation which affords recognition and protection to transsexuals has
been accepted in most of Canada. The procedure for changing of sex in

42 50 Misc. 2d 380, 270 N.Y.S.2d 319 (1966). This judgment has been cited in the case of in
Re Gardiner Estate29 Kan. App. 2d 92, 22 P.3d 1086 (2001), where the Supreme Court of
the State of Kansas concurred with the decision in Litleton v. Prange, 9 SW3d 223 (Tex.
Civ. App. (1999), invalidating the marriage of ]'Noel Gardiner, a transsexual woman,
and her late husband Marshall. After Marshall’s death in 1999, his son Joe challenged
the validity of his father’s marriage to J'Noel and thus her share of the $2.5 million estate
upon finding out her status as a transsexual woman. In this case, the Court asserted that
the legislative intent behind the marriage law which presumed terms ‘male’ and ‘female’
in the biological sense; that the legal definition of ‘female’ did not include transsexual
women.

57 Misc. 2d 813, 293 N.Y.S.2d 834 (1968).

75 Misc. 2d 229, 232, 347 N.Y.S.2d 515 (1973).

91 Misc. 2d 375, 383, 398 N.Y.S.2d 99 (1977).

Supran. 13.

st &
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the birth register in British Columbia is governed by Revised Statutes
British Columbia, 1974. One of the essential conditions is that the
transsexual must be unmarried and has to apply to the Director of Vital |
Statistics to change the legal sex.” The regulation also provides that the
changed birth certificate will reflect only the newly acquired sex ie it
shall be issued as if the original registration had been made showing the
sex designation as changed under this section.

Thus, as seen above the leading countries of the world are leagues ahead
of India, which presently has no legislation on the subject. The total
number of cases cannot be a parameter to judge the need for law. Once
a need for a law or lacunae in the law is pointed out, the Legislature has
to suitably enact a new law and amendments to the existing related laws
to provide for the community of transsexuals irrespective of their low
population.

VIII. CONCLUSION

In the cases of transsexualism, medical treatment does not bring
resurrection from one’s ashes; it is not a cure, it is not a completely new
start, it is a rehabilitation process. Conditions for successful rehabilitation
of the transsexuals must be created. They should no longer be marginalised
and be entitled to enjoy full citizenship rights including the right to
marriage, right against discrimination etc. Till the law recognises
transsexuals in their acquired gender and protects their rights, receiving
‘acceptance from the society would just remain a dream.

To conclude it would be appropriate to cite an observation made by
Judge Martens dissenting in Cossey v. UK:*

“The principle which is basic in human rights and which
underlies the various specific rights spelled out in the
Convention (European Convention on Human Rights) is
respect for human dignity and human freedom. Human
dignity and human freedom imply that a man should be free
to shape himself and his fate in a way that he deems best fits.’

4  Sub-section 1 of section 21, Chapter 66 of Revised Statutes of British Columbia, 1974.
4 [1990] 13 EHRR 622, pg 648, para 2.7.
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LIABILITY FOR COPYRIGHT
INFRINGEMENT ON THE INTERNET"

Sumreen Siddiqui™ and Sonali Mathur™

1. INTRODUCTION

‘The pervasive intrusion of the internet into our routine lives, easy and
free access to copyrighted software, files and music and the evolution of
advanced concepts like peer-to-peer file sharing’' and masked IP addresses,
have all contributed in making a mockery out of copyright protection.
Owners of copyright across the world are up-in-arms against the easy and
anonymous access internet users have to their copyrighted material and
the failure, in most cases, to apprehend the actual offenders. Generally,
the obvious soft targets that can be held responsible for copyright
infringement on the internet are the Intermediaries, particularly the
‘Internet Service Providers’ (ISP), as it is assumed that the ISPs have the
capability to monitor and control the content that is transmitted through

their networks.

The authors seek to analyse the position of law as it presently exists in
India regarding the liability for the offence of copyright infringement on
the internet, with particular emphasis on the role and liability of an ISP.
This proposition has to be addressed within the boundaries of traditional
Indian copyright law, the Information Technology Act, 2000 and the Indian
Penal Code, 1860, since the categories of ISPs have not been defined
neither have the rights and obligations of ISPs been enumerated under

t  This article reflects the position of law as on 2 October 2006.

*  The co-author is a student of Government Law College, Mumbai and is presently studying
in the Fourth Year of the Five Year Law Course. She can be contacted at
sumreensiddiqui@rediffmail.com.

** The co-author is a student of Government Law College, Mumbai and is presently studying
in the Fourth Year of the Five Year Law Course. She can be contacted at
sonali2 508 @rediffmail.com.

! File sharing is the practice of makmg digital files available for users to download over
the Internet. File Sharing using the ‘peer-to-peer model (P2P)’ means that the files are
stored on users’ personal computers, eliminating the need for server storage space and
enabling faster file downloads.
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Indian law.

Under Indian law, in order to constitute the offence of copyright
infringement, the element of ‘knowledge’ of infringement is the sine qua
non. However, in most cases, to impute knowledge of infringement to an
ISP is virtually impossible, because it is impracticable and extremely
burdensome for an ISP to screen each and every content posted/uploaded/
downloaded on or from the internet. Although there have been no cases
wherein the Indian Courts have been posed with a question on the aspect
of the liability of an ISP for copyright infringement on the internet, for
the sake of guidance it would be important to consider the case law that
has arisen in the United States of America on this aspect. Under traditional
Indian Copyright law if the ISP is to be held liable for the infringement of
copyright merely because of alleged ‘knowledge’, it would open the
floodgates of litigation and the ISPs would be saddled with onerous
responsibilities and would hamper the internet from being the world’s
fastest growing medium.

II. Key PrLAYERS ON THE WoORLD WIDE WEB

The Internet has been described as the ‘World’s Biggest Copy Machine™.
While the internet has provided a new medium for various artists, writers,
musicians, researchers and other copyright holders to exhibit their work
on a global level, on the flipside, it has also opened a pandora’s box by
making it possible for any user to duplicate information and replicate it
- as his own, thereby facilitating ‘copyright’ infringement.

A copyright confers an exclusive right on the owner, for a finite period,
to prevent others from exploiting its subject matter - an invention, a design,
or a literary or other artistic work.? Thus, copyright may exist in, inter
alia, text, images, music and video files that are transmitted via the medium
of the internet, which would come within the ambit of the term ‘work’ for
the purposes of copyright protection. One of the most debatable issues

2 Lauren Gibbons Paul, ‘It’s the World’s Biggest Copy Machine’, PC Week, 27 January
1997, available athttp://www.zdnet.com/pcweek/business/0127/27copy.html (last visited
5 August 2006).

3 Rodney D Ryder, Intellectual Property and the Internet (Lexis Nexis- Butterworths 2002)
64.
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associated with the distribution of information on the World Wide Web
is the question regarding the liability for the unlawful transmission of
information created by third parties, particularly copyrighted music works.

A.  Internet Transactions: How do they work?

Every internet transaction requires the participation of multiple parties
and intermediaries who play a distinctive role or part in such a transaction.
‘Intermediaries’ are organisations whose services are used to facilitate a
transaction between communicating parties.* For example, an individual,
‘A’ desires to view a copyrighted article on a web page, which is posted
by ‘B’ without authorisation. ‘A’ will instruct his software to fetch that
page from the host server ‘C’ on which the webpage is stored, and A’s
software will send a packet across the network lines to the host server C
mentioned in the web page address (URL), requesting for the page. Then,
through the network to which A’s computer is connected, the host server
C shall send the constituting packets of the document to A’s computer.
This is a simplified example of how the internet proves to be a medium
for copyright infringement, which also helps us understand the key players
involved in the information transaction, ie the originator (B), the end
user (A) and the intermediaries ie host server (C) and the network.
However, some cases involve the use of multiple hosts and several other
intermediaries. For example, the website may be stored on host C but
the downloadable copy might be stored on another host server D, thereby

introducing more intermediaries in the internet transaction.
B.  Originator

The Originator means a person who sends, generates, stores or transmits
any electronic message or causes any electronic message to be sent,
generated, stored or transmitted to any other person but does not include
an intermediary.’

+  Chris Reed, Internet Law (24 edn Cambridge United Kingdom 2004) 27.
5 The Information Technology Act, 2000, section 2(1)(za).
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C. The End User

End users from any part of the world accessing the internet make use of
its communication and information retrieval services, at the click of a
mouse button. An end user is referred to as an Addressee, who is a
person intended by the originator to receive the electronic record, but
does not include any intermediary.’®

D. Intermediary

An ‘intermediary’ is defined as any person who on behalf of another person
receives, stores or transmits that message or provides any service with respect to
that message.(emphasis supplied)’ Intermediaries may be classified in a
number of ways depending on their role and functions, such as Payment
Intermediaries,® Auction Intermediaries® and Internet Service Providers®.

An ISP! is a business or organisation that offers users access to the Internet
and related services.'? Therefore, an ISP is a species of the genus
‘intermediary’ and its role goes beyond mere internet connectivity. ISPs
are capable of performing myriad functions such as e-mail, internet

&  Ibid, section 2 (1)(b).

7 The Information Technology Act, 2000, section 2(1)(w).

8  Payment intermediaries facilitate the transfer of funds between parties to internet

transactions.
For example, when a person uses the internet for online shopping or incurs some
expenditure at websites that charge money for the activities conducted on the site,
payment intermediaries are involved in the chain of events required for the transaction
to be consummated. ‘

9 Auction Intermediaries like eBay perform the services on mediating in online auctions
facilitating sales between remote parties.

10 Ronald J. Mann & Seth R. Belzley, ‘The Promise of Internet Intermedlary Liability ’,
(2005) The University of Texas School of Law, available at http://www.atexas.edu/law/
academics/centres/clbe/assets/ Internet_Intermediary_Liability.pdf (last visited 11 March
2006).

1 Also known as an Internet Access Provider. _

12 Wikipedia definition: Internet Service Providers, available a¢ http://en.wikipedia.org/
wiki/Internet_service_provider (last visited 5 August 2006).
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hosting,'® web hosting,'* running mailing lists, a transmission medium, as
temporary storage of material and as a search engine. Google, Rediff,
VSNL, Bulletin Boards etc all fall within the ambit of an ISP.

III. CopyriGHT VioLATIONS ON THE INTERNET- WHO Is To BLAME?

As discussed above, the key players in any internet transaction are the
Originator, End User and the Intermediary, which includes an ISP. Before
analysing the individual liability that may be foisted upon the above
stated key players, it is essential to understand what action constitutes
copyright infringement in India. Copyright in a work shall be deemed to
be infringed when any person, without a license granted by the owner of
the Copyright or the Registrar of Copyrights under the Indian Copyright
Act, 1957 or in contravention of the conditions of a license so granted or
of any condition imposed by a competent authority under this Act, does
anything, which exclusive right to do is, by this Act, conferred upon the
owner of the copyright.®

Some of the ‘exclusive rights’ of a copyright owner in the case of a literary,
dramatic or musical work, which are affected in an unauthorised internet
transaction, are as follows:

(i) to reproduce the work in any material form including the storing
of it in any medium by electronic means;

(i) to issue copies of the work to the public,

(i) to communicate the work to the public; (emphasis supplied)®.

13 An Internet hosting service is a service that runs Internet servers, allowing organisations
and individuals to serve content on the Internet, available at http://en.wikipedia.org/
wiki/Internet_hosting_service (last visited 5 August 2006).

14 A web hosting service is a type of Internet hosting service that provides individuals,
organisations and users with online systems for storing information, images, video, or
any content accessible via the Web. Web hosts are companies that provide space on a
server they own for use by their clients as well as providing Internet connectivity, typically
in a data center, available at htip: //en.wikipedia.org/wiki/Web_hosting_service/ (last
visited 5 August 2006).

5 Indian Copyright Act, 1957, section 51(a)(i). .

16 Jbid, section 14.
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Copyright shall also be deemed to be infringed when any person distributes
either for the purpose of trade or o such an extent as to affect prejudicially
the owner of the copyright.(emphasis supplied)"” .

The question to be considered is who shoulders the responsibility for
copyright infringement? Is it the service provider, the end user or the
person who is the source of the infringement or all of the above? A bare
reading of the abovementioned provisions demonstrates that when
copyrighted content is transferred via the internet, it involves the processes
of reproduction, storage, communication and distribution, which are the
exclusive rights conferred on the copyright owner. On the basis of the
aforestated processes, the liability of the key players involved in these .
processes are now analysed in detail.

A.  Liability of the End User

The liability of the end user depends upon the degree and extent of the
unauthorized use, which varies according to circumstances.'® Suppose
an individual downloads music files from the internet to his laptop, the
individual infringes copyright due to the acts of ‘reproduction’ and
‘storage’, but he may escape liability by using the defence of private
use.”® In Helliwell v. Piggott-Sims,® Whitford J. observed in connection
with the private recording of broadcast live music:

T think the tapes that he made to keep in his collection could
properly have been said to have been made for his private and
domestic use only if he had never dofie, or had never
contemplated doing anything else but enjoy listening to them. ...
He could have taken as many records from the live performances,
however indirectly as he pleased, provided that he kept them strictly
for his own private domestic use.’(emphasis supplied)

Ibid, section 51 (b) (ii).

Prosieben Media A.G. v. Carlton U.K Television Ltd [1999] FSR 610, 619.
19 The Indian Copyright Act, 1957, section 52.

[1980] FSR 582.

—_
o =

[N
<



2006 | Liability for Copyright Infringement on the Internet 153

End Users may also hold the view that the author of a copyrighted work
has granted an implied consent for the use of the material by the public,
by placing the work in the public domain. However, if an end-user
deliberately and with complete knowledge and intention downloads the
copyrighted work from the Internet to circulate/distribute or reproduce
the same, he/she must be guilty of copyright infringement.

However, given the prodigious increase in the number of Internet users
and the developing new technology which allows anonymity and obscurity
regarding the identity of the users, it may be a mammoth task to identify
the guilty end-users.

B.  Liability of the Originator

It is submitted that the Originator or a person who posts the copyrighted
work on the internet is the main culprit and must be held liable for
copyright infringement as he/she has the requisite knowledge and the
intention of committing the copyright infringement. However, the
abovementioned practical difficulties in apprehending the blameworthy
end users are also faced while foisting liability on the originators.

Thus, if the person posting the work is fully aware that copyright of the
work is being violated, then the defence that the violator was ignorant of
the existence of any such law or regulation that protects copyright in the
works is not tenable.?

C.  Liability of An Internet Service Provider

The liability of an ISP for copyright infringement shall depend on its role
and function in the internet transaction. ISPs are broadly categorised as
‘Content Providers'? and ‘Access Providers™. Often the content provider’s
facilities will play a part in the process of reproduction, storage, distribution

2 Ryder supran. 3, 320

22 The Originator uploads web pages onto his website which is physically located on the
server of the content provider or the hosting service provider, where the data is
temporarily reproduced, in whole or in part, during transmission and is repeatedly ‘stored
and forwarded’ to the end users.

28 The data stored on the host servers becomes instantly available to everyone with an
Internet connection, which access is provided by an access provider.
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and communication of the copyrighted material. Thus, an ISP, due to
the architecture of its system, may appear to commit literal infringement
of the distribution, display or performance rights exclusively reserved for
the copyright holder.?

An argument that favours access providers is that they perform the role
of a ‘carrier’ such as a telecommunications service provider, and thus
cannot be held liable for the content that the users are permitted to
access. The logic applied in this case is that ‘Hutch’ or ‘BPL’ cannot be
held liable for providing mobile connection to people who might use the
phones to co-ordinate illegal activities. However, if an ISP such as a bulletin
board publishes unauthorised information, it is likely to be held liable for
the content published, as it would be expected to monitor and regulate
the third party content.

The multifarious roles of an ISP and the different liabilities arising
therefrom are explained in the following illustrations:

If the Government Law College (GLC) website (located on Server X)
posts an article of a student which is plagiarised from a copyrighted article,
the College can be held liable for infringement in the role of an
‘Originator’. However, if GLC has its own server with a homepage which
provides access to external sources which contain copyrighted information,
it will slip into the garb of an ISP and its liability will depend on the kind
of ISP and the level of involvement and knowledge of the server in the
infringing activities.

Similarly, if ‘Manupatra.com’ has its own host server and it posts a
copyrighted article without authorisation, it shall be liable as Originator
and as an ISP. If it merely provides links to articles which are copyrighted,
it might not be liable as it will only provide a search engine facility.

24 Ryder supran. 3, 459.
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D. The Digital Millennium Copyright Act, 1998

The Digital Millennium Copyright Act, 1998 (DMCA,) is a pioneer legislation

in the United States that addresses the various kinds of Service Providers
and their liabilities for copyright infringement according to the role that
they play in the internet transactions. Before discussing the Indian law
applicable to an ISP, it is imperative to understand the different roles and
liabilities of an ISP in light of the DMCA. The DMCA?¥ provides the
following categories of services performed by an ISP:

1. Transitory Communication

Transitory communication means that the service provider merely
transmits, routes or provides connections for material coming through a
system ie the ISP acts as a ‘passive conduit’, as it performs these functions
without selection of the material or without modification to the content sent
or received.® For example MTNL / VSNL/ Satyam Online/ Reliance
which merely provide access i.e. actual connection to the Internet to its
customers.

2. System Caching

Caching is a process whereby the web browser stores a set of web page
images temporarily either on the hard disk of the user or on the server of
the ISP so they may be redisplayed quickly when the user returns to
them thus, speeding up the time it takes to access information on the
internet.”

For example Search Engines such as Google often store cached versions
of copyrighted web content in their search databases and index files and
reproduce this content to users in their search results. The process of
caching may ensnare the ISP within the ambit of Section 14 and 51 of the

25 Title II of DMCA: Online Copyright Infringement Liability Limitation Act, 17 U.S.C section
512 Limitations on liability relating to material online.

% Ivan Hoffman, ‘Are you a “Service Provider?” (2001) available at www.ivanhoffman.com/
provider.html (last visited 11 March 2006).

27 QOsborne Clark, A Practical Guide to E-commerce and Internet Law (ICSA Publishing London
2002) 101.
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Indian Copyright Act.® However, the US Courts in the case of Religious
Technology Centre v. Netcom On-Line Communications Services Inc,” held
that an act of volition by the ISP is a pre-requisite for copyright violation.
It is submitted that the ISP should not be held liable if a cache is created
to improve system performance.®

3.  Storage of Materials at the Direction of A User, of Material That
Resides on A System or Network Controlled or Operated By or for the
Service Provider

In this case, the provider is one who hosts sites or runs mailing lists, news
groups, chatting services, bulletin boards etc. and thus may deal with
copyrighted works at the direction of third parties. For Example:-

a. eBay,” an internet auction web service was charged with secondary
liability for copyright infringement, for participating in and
facilitating the unlawful sale and distribution of pirated copies of
‘Manson’ DVDs by providing an online forum, tools and services
to the third party sellers, however limited or automated in nature.

b. In the case of Corbis Corporation v. Amazon.com, Inc.,* et al, the
Court held that the DMCA immunizes Amazon.com, Inc.
(Amazon) from copyright infringement damage claims arising
out of the storage and sale by non affiliated vendors on
Amazon.com of photographs in which the plaintiff claimed a

copyright.

4.  Information location tools, meaning that the provider is a search
engine facility linking users to an online location containing infringing
material or infringing activity, by using information location tools, including
a directory, index, reference, pointer, or hypertext link for example:
Google, Yahoo, Rediff.

% Supra n.15,16,17.

2. 907 F Supp 1361 (ND Cal, 1995). :

3 Society of Composers, Authors and Music Publishers of Canada (SOCAN)v. Canadian Association
of Internet Providers, 2002 FCA 166.

3t Hendrickson v. Ebay Inc, 165 F. Supp. 2d 1082, 60 U.S.P.Q.2d (BNA) 1335 (C.D. Cal
2001).

32 17 U.S.C. section 512(c).
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- To be eligible for protection under the DMCA, an ISP performing this
function may escape liability if:

a. It has neither actual knowledge that its system contains infringing
materials nor an awareness of facts or circumstances from which
infringement is apparent;

b. It receives no financial benefit directly attributable to infringing
activity; and

c. Itresponded expeditiously to remove or disable access to material
claimed to be infringing after receiving from the copyright holder
a notification conforming with requirements of section 512(c)(3).

The DMCA provides for a detailed ‘notice and take-down’ procedure
and also provides for action against frivolous claims. The DMCA provides
a definite standard against which the actions of ISPs may be tested.
However, unlike the DMCA, the Indian position on this aspect is still
quite ambiguous and obscure.

IV. THE INDIAN LEGISLATION APPLICABLE TO AN Isp
A Information Technology Act, 2000

Although copyright infringement has not been specifically listed as one
of the offences under the Information Technology Act, 2000, it is provided

that if any person without permission of the owner or any other person who

is incharge of a computer, computer system or computer network,

downloads, copies or extracts any data, computer data base or information

from such computer, computer system or computer network including

information or data held or stored in any removable storage medium, he
~ shall be liable to pay damages by way of compensation not exceeding
one crore rupees to the person so affected. (emphasis supplied)®

Further, under the Act, the offence of ‘hacking’ also brings within its
ambit the offence of copyright infringement. It is provided any person

38 The Information Technology Act, 2000, section 43(b).
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with the intent to cause or knowing that he is likely to cause wrongful loss or .
damage to the public or any other person destroys or deletes or alters any
information residing in a computer resource or diminishes its value or utility
or affects it injuriously by any means, commits hacking. (emphasis supplied)*
Thus, an ISP may be held liable under the aforestated provisions of the
Act, if it accesses information for the purpose of unauthorized reproduction
or with the intent to alter any information or diminish its value or utility.

Further, the Act provides defences to a Network Service Provider® for
any third party information® or data made available by him if he proves
that the offence was committed without his knowledge or that he had
exercised all due diligence to prevent the commission of such offence.”

B.  The Indian Copyright Act, 1957

In general, a copyright is said to have been infringed when any person
does, in relation to work, anything that the owner of the copyright has an_
exclusive right to do under the Copyright Act. However, according to
section 63 of The Indian Copyright Act, 1957, in order to charge the infringer
with the offence of copyright infringement, the infringer must be any
person who knowingly infringes or abets the infringement of the copyright
in a work. (emphasis supplied)

Therefore it can be concluded that the offence of copyright infringement
on the internet falls within the scope of this section even though the
Indian Copyright Act, 1957 does not specifically mention the infringement
on the internet. The authors find it important to draw reference to the
word ‘knowledge’ in the aforestated section. Knowledge is a necessary
ingredient in order to commit the offence of or to abet the offence of
copyright infringement. In the absence of essential statutory procedures
concerning notices to ISPs for copyright infringement, can a particular

34 The Information Technology Act, 2000, section 66.

35 Section 79: ‘Explanation: for the purposes of this section- (a) “network service provider”
means an intermediary.’

3% Section 79: ‘Explanation: for the purposes of this section- (b) “Third party information”
means any information dealt with by a network service provider in his capacity as an
intermediary.’

3 The Information Technology Act, 2000, section 79.
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notice by an Author ‘A’ stating that his copyrighted article called ‘XY’ YA
is being unauthorisedly circulated, amount to ‘knowledge’ on the part of
the ISP? The authors state that knowledge of the infringing material/
activity is impossible as the speed at which the information is disseminated
is too swift. Also, the practical difficulties of ‘frivolous claims’ must be
kept in mind before expecting the ISPs to take action against infringing
materials. ~

C. The Indian Penal Code, 1860

An ISP may also be held liable under the Indian Penal Code, 1860 as the
publication of a copyrighted literary work by an ISP alleging copyright in
the same, may tantamount to the offence of forgery. Forgery has been
defined as act by a person who makes any false documents or false electronic
record or part of a document or electronic record, with the intent to cause
damage or injury to the public or to any person, or to support any claim or
title.(emphasis supplied)®A person is said to make a false document or
electronic record, when a person dishonestly and fraudulently makes,
signs, seals or executes a document or part of a document with the intention
of causing it to be believed that such document or part of a document
was made signed, sealed executed, transmitted or affixed by or by the
authority of a person by whom or by whose authority he knows that it was not
made, signed, sealed, executed or affixed. (emphasis supplied)® For example,
if a website ‘A’ knowingly hosts an article which is copyrighted with
person ‘B’, on its own server, the website ‘A’ has represented to the
public that it has the requisite authority/permission from person ‘B’ to
publish the article. In order to escape the offence of forgery, the person
who commits the forgery must prove that he did not dishonestly or
fraudulently pass off the copyrighted work as his own.

D. The Element of Knowledge

The question of what constitutes knowledge by an ISP has been discussed
extensively by the US District Court in the case of Gucci America v. Hall

38 The Indian Penal Code, 1860, section 463.
39 The Indian Penal Code, 1860, section 464.
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Associates,® wherein a suit was filed against the ISP, Hall associates for
trademark infringement. The Court held that

“The First Amendment concerns raised in Gucci and the need to
show “actual malice” to recover damages necessitate a clearer
standard of what qualifies as knowledge. Notice may not be
sufficient to qualify as “knowledge” within the definition of
trademark infringement. ... ISPs could be given “notice” of
frivolous infringement claims, thus forcing them to take action
where no infringement had in fact occurred. Calling for excessive
proactive measures by ISPs to ferret out trademark infringement
would also be burdensome, especially given the number of sites
they host. This calls for caution in going after ISPs where infringers
can put forth content easily and anonymously, as is often the case
on the Internet.’

Although the above case does not deal with copyright infringement, it
makes it very clear that in order to constitute the element of ‘knowledge’
there must be actual and constructive knowledge of infringement. Thus,
it is clear that notice of an infringement to an ISP does not by itself
constitute knowledge as there are often frivolous claims and it would be
burdensome on the ISP to take action of all notices considering the number
of sites they host.

V. TueoRrESs Or Liasty For COPYRIGHT INFRINGEMENT

In the absence of clear standards for the liability of an ISP for copyright
infringement under Indian law, it is imperative to discuss this issue in
relation to traditional copyright infringement theories and international
case law on the same. The liability for copyright infringement rests on
three theories- direct, vicarious and contributory infringement.

However the US Supreme Court has recently introduced a new theory
known as ‘the inducement theory’ vide its judgement in Metro-Goldwyn-
Mayer Studios Inc. et al. v. Grokster, Ltd., et al,* Under this theory, the

© 135 F. Supp. 2d 409 (SDNY 2001).
4 125 S.Ct. 2764 (2005).
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Court stated that a company is liable for contributory infringement if
they intend to bring about infringement, by distributing a device suitable
for infringing use and actual infringement occurs.” The question arises
as to which of the abovementioned standards should be applied in order
to fix the responsibility of ISPs for copyright infringement.

A.  Direct Copyright Infringement

Direct infringement occurs when a person violates any exclusive right of
the copyright owner. The First US case to consider the issue of ISP liability
was Playboy v. Frena,*® wherein the Court held that the operator of a
Bulletin Board Service, which allowed third parties to place digitized
images of Playboy magazine, infringed the distribution and display rights
of the copyright owner. In this case, ‘intent’ and ‘knowledge’ were not
considered as relevant ingredients and the intermediary was subjected to
a no-fault liability.

However, in the landmark case of Religious Technology Centre v. Netcom
On-Line Communications Services Inc,* the representatives of the Church
of Scientology brought an infringement action against Netcom, America’s
largest ISP, whose customer had posted infringing copies of the works of
L Ron Hubbard to a newsgroup. The Court rejected the strict liability
approach followed in the Playboy case and held that the mere fact that
Netcom’s system incidentally makes temporary copies of the Plaintiff’s
work does not mean Netcom has caused the copying. The conclusion of
the Court in this case was that an act of volition on the part of an ISP is a
prerequisite for copyright violation.* Thus, as regards direct copyright
infringement, it is essential that the ISP must initiate the infringement or
create or control the content of its service or must play an active role in
the infringement.

4 Philip Larson, ‘P2P Filesharing - The Supreme Court Speaks in MGMv. Grokster, available
at http://www.philiplarson.com/blog/?p=5 (last visited 2 October, 2006).

4 839 F Supp 1552 (MD Fla,1993).

4 Supran29.

45 This reasoning was followed in a number of subsequent cases. See, Sega Enterprises v.
Maphia, 948 F Supp 923 (ND Cal 1996).
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B.  Contributory and Vicarious Copyright Infringement

Vicarious liability arises when a person fails to prevent infringement when
he can and has a right to do so and is directly benefited by such
infringement.*® Contributory liability arises when a person participates in
the act of direct infringement and has knowledge of the infringing activity.
The liability for Contributory Infringement, imposed on an ISP, is

dependent upon the degree of knowledge and participation of the ISP in

the transmission of the copyrighted material over the Internet. It is essential

to analyse certain important cases in order to examine the active or passive
role played by an ISP in different technological set-ups. The authors

consider it pertinent to point out that most of the landmark cases in the

recent past on copyright infringement deal with the peer-to-peer file sharing

network.

1. Napster Case

Napster allowed its users to search for music files stored on other users’
computers, and to transfer exact copies of such music files from one
computer to another through a network known as ‘peer-to-peer’.* In the
case of A & M Records, Inc. v. Napster, Inc.,*® Napster was held liable for
- contributory copyright infringement as it knowingly encouraged and
assisted its users to infringe the record companies’ copyrights, thereby
materially contributing to the infringing activity. Although Napster did
not take in any revenue, it planned to monetize its customer base by
advertisement, targeted mail, commission and direct marketing of CDs

In this case, the level of involvement and participation of Napster was to
a higher degree as they had actual and constructive knowledge of the
infringement and they could not qualify as ‘passive carriers’. As regards
the vicarious copyright infringement, the panel concluded that Napster

4 Subhrarag Mukherjee, Liability of Internet Service Providers for Copyright Violation
on the Internet’, available at http:// www.legalservicesindia.com/articles/isp_in_us.html
(last visited 2 October 2006).

4 Summary of the case of 4 & M Records, Inc. v. Napster, Inc, available at http://
www.ce9.uscourts.gov/Web/OCELibra.nsf/0/cc61d 7c45e 059bd 4882569f 1006 20 da0?
OpenDocument (last visited 2 October 2006).

4 114 F. Supp. 2d 896 (N.D.Cal. 2000).
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has a direct financial interest in its users’ infringing activity and retains
the ability to police its system for infringing activity.

2. KaZaa Case

The KaZaa service offered its users a computer program® for the exchange
of various types of text, image and sound files by the individual users of
the Internet, which allowed the users to offer information independently
but also to locate and download information from other individual users
{peers). The main distinction between Napster and KaZaa was that the
former was hosting a central database of the locations downloadable files
on the user computers, whereas the KaZaa software created a new local
database for each user every time he connected and without any further
involvement from KaZaa.® When the question of liability arose® it was
held that could not be held guilty of inciting or authorizing users of its
software to infringe copyright as the software was also capable of being
used for legitimate file exchange.

3. The Betamax Case

In Sony Corp v. Universal City Studzos,52 a case brought by the movie
industry against the Sony Betamax VCR alleging that Sony was
contributorily liable for the infringement that occurred when VCR owners
taped copyrighted programs. In the above case, the Court found that the
VCR was capable of several non infringing uses, including the time-
shifting of television broadcasts by home viewers.” Moreover, there was
no evidence that Sony had desired to bring about taping in violation of
copyright or taken active steps to increase its profits from unlawful taping.
Therefore, the Supreme Court held that because the technology was
capable of substantial non infringing purposes, the manufacturers could

# The software distributed by KaZaA via its website is also called peer-to-peer technology..

% Reed supran. 2,99.

5t KaZaa BVv. Vereniging Buma & Stichting Stemra, Amsterdam Court of Appeal, Case 1370/
01 SKG, 28 March 2002.

52 464 U.S. 417 (1984).

53 Fred von Lohmann, ‘What Peer-to-Peer Developers Need to Know about Copyright
Law’, available at http://www.eff.org/IP/P2P/p2p_copyright_wp.php (last visited 2
October 2006). '
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not be held liable. This judgment has now come to be famously known
as the Betamax case and the defense of ‘substantial non infringing
purposes’ is famously know as the Betamax defense.

C. Inducement Theory

With the advent of P2P file sharing, one of the biggest controversies has
been the liability of the distributors of file-sharing software, since the
copyright owners have sued software distributors under theories of
secondary liability for facilitating and inducing their users to commit
infringement. In the case of Metro-Goldwyn-Mayer Studios Inc. et al. v.
Grokster, Ltd., et al,** the US Supreme Court had the chance to clear the
mist on this subject, but the Hon’ble Court succeeded in confusing the
scenario even further by introducing a new theory of infringement known
as the Inducement theory.

In the above case, a group of movie studios and other copyright holders
sued the respondents for their user’s copyright infringements through
peer-to-peer networks, alleging that respondents knowingly and
intentionally distributed their software to enable users to infringe
copyrighted works. The Ninth Circuit Court in applying the Betamax
defense found that the respondent’s software was capable of substantial
non-infringing uses and owing to its decentralized architecture the
respondents did not materially contribute to their user’s infringement as
the users themselves searched for, retrieved, and stored the infringing
files. Finally, the court held that respondents could not vicariously be
held liable because they did not monitor or control the software’s use,
neither did they have an agreed-upon right or ability to supervise its use,
nor did they have an independent duty to police infringement.

However, the US Supreme Court in the same case introduced a new .
theory known as the inducement theory and held that a software distributor
that promotes the use of its tool to infringe copyright ‘as shown by clear
expression or other affirmative steps taken to foster infringement’ is liable
for the resulting infringement of their users. The Court noted a number
of areas that suggested that Grokster had induced infringement including
i) advertising and instructing how to infringe, ii) targeting former Napster

¢ United States Court of Appeal for the Ninth Circuit, No. 04-480. Decided on June 27,2005."
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users known to infringe, iii) failing to take steps to prevent infringement,
iv) profiting from infringement, and v) simply distributing a tool capable
of infringement, and held that Grokster was not merely a passive recipient
of information about infringing use rather, it encouraged its user to
~ download copyrighted works.*

The Court reconciled this new rule with the protection Sony provided
under the Betamax defence by holding that Grokster’s unlawful objective
was ‘unmistakeable.” By contrast, Sony did not try to profit from unlawful
taping, nor did it intend for its users to unlawfully tape shows, and Sony
did not take affirmative steps to encourage its users to use VCR:s to infringe

copyrights.

- Grokster was held liable under the inducement theory and the question
of contributory and vicarious liabilities were left open and were remanded
to the lower courts to decide. The majority also declined to address the
conflict about when krowledge of infringement may be imputed to a P2P
software distributor. Therefore the issue of ‘knowledge’ of infringing
conduct with respect to a P2P network also remains obscure.

1. How Does Grokster Differ From Napster?

Grokster’s client application licensed the FastTrack network technology.*
StreamCast developed a similar product but relied on the Gnutella
network. Therefore, Grokster and StreamCast were all new client software
applications that were used to connect to the FastTrack and Gnutella’s
decentralized P2P networks to enable their users to share files. These
networks differed from Napster in two primary ways: one that users could
search for any file type (they were not restricted to MP3s like in Napster),
and the second that the network was decentralized (no centralized index
servers). The decentralized network architecture prevented any single

55 Philip Larson, ‘P2P Filesharing — The Supreme Court Speaks in MGMv. Grokster available
at http://www.philiplarson.com/blog/?p=5 (last visited 2 October 2006). '

% FastTrack is a so-called second generation P2P protocol. It uses supernodes to improve
scalability. The supernode functionality is built into the client; if a powerful computer
with a fast network connection runs the client software, it will automatically become a
supernode, effectively acting as a temporary indexing server for other, slower clients.
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broken link, such as Napster’s index servers, from bringing down the
network. Grokster removed the need for centralized index servers through
its use of supernodes. Whenever a powerful computer with a high speed
connection running Grokster connected to the FastTrack network, it
automatically became a supernode and acted as a temporary indexing
server for other clients on the network.

2. Grokster In India

The authors are of the view that if the Grokster case were to be tried in
India, Grokster would be held liable on the principle of knowledge.
Grokster, even under Indian law could not be held liable for reproducing
the work or making copies, or translation or adaptation of the work, but, .
under section 63 of the Copyright Act, Grokster can be held liable for
“‘knowingly’ abetting (emphasis supplied) the infringement of the copyright
in a work since it was knowingly inducing its users to use its software as
an alternative to Napster and it failed to take steps to stop the infringement
and furthermore profited from the infringement. The Supernodes that

are used in Grokster have the ability to monitor traffic/searches and identify
" uploaders by frequency of hits/bandwidth. The issue remains in the
practical difficulty of policing such uploads. A recent example of such
practical difficulty is when the Department of Technology of the Indian
Government decided to censor all blogs because the Government
apprehended that the Forum was being misused and was a threat to
national security. In an attempt to block a few blogs, it was considered
practically feasible to block the ISP rather than individually blocking the
specific blogs.

D. The Likely Target

The DCMA, 1998 provides immunity to an ISP and it has been recognised
in various judgements that the information is disseminated at great speed
and it is nearly impossible for an ISP to regulate the information content.
The authors contend that the ISPs are made likely targets because in
most cases, even if individuals who download or upload infringing
materials are traced, they may not have the resources to pay the damages
sought for by the copyright owners, or which would be worth claiming, '
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in order to justify the costs and expenses of a legal battle. In such a
scenario, the owner of the copyright may‘chose to proceed against a
bigger fish, such as an ISP, on grounds that it has been negligent in
policing its network, through which the infringing individual has gained
access to the internet.¥ Also, in comparison to an independent publisher
or author, an ISP is in a much better position to supervise how its
subscribers make use of the Internet. All these factors make the ISPs
especially culpable in the eyes of the law.®

On the other hand, the ISPs contend that they are only passive carriers,
just like telecommunications companies, and therefore should be given
some degree of immunity from copyright infringement liability. This
argument was upheld in the case of Alexander Lunney v. Prodigy Services
Company,” wherein the name of a minor, Alexander Lunney was usurped
by an unknown impostor, who opened a number of accounts in Lunney’s
name with Prodigy Services Company (Prodigy) and posted two vulgar
messages in Lunney’s name on a Prodigy’s bulletin board and also sent a
threatening, profane electronic mail (e-mail) message in Lunney’s name
to a third person. The father of Lunney sued Prodigy for defamation
stating that Prodigy was derelict in allowing the accounts to be opened in
his son’s name, and was responsible for his having been stigmatized and
defamed his son. The Hon’ble New York Appellate Court recognising
Prodigy as an ISP held that Prodigy’s role in transmitting e-mail was akin
to that of a telephone company, which one neither wants nor expects to
superintend the content of its subscribers’ conversations. In this respect,
an ISP, like a telephone company, is merely a conduit.*

57 See Rahul Matthan, The Law Relating To Computers And The Internet (Butterworths India
2000) 320.

5% VK Unni ‘Internet Service Provider’s Liability for Copyright Infringement- How to
Clear the Misty Indian Perspective’, available at http://www.richmond.edu/jolt/v8i2/
articlel.html (last visited 2 October 2006).

5 (1999) 94 N.Y. 2d 242.

& A conduit, under common law lacks the ability to screen and control defamatory speech
that may occur over systems and therefore they are least culpable an ordinarily immune
from liability. Held in the case of Stephan J Barret v. llena Rosenthal 114 Cal App 4
1379.
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The authors state that though the facts of the above stated judgement
relate to defamation, the ratio that emerges from the judgment is that an
ISP lacks the power to monitor and screen all the information that it
disseminates and it is merely a conduit.

Furthermore, the ISPs contend that placing undue liability on an ISP for
copyright infringements could have a crippling effect on the growth of
the Internet.® The World Wide Web, with its millions of users has made
the policing of the content a complex task and it would be ludicrous to
suggest that a service provider should constantly monitor all the content
on all the websites as then, it would never be able to escape liability for
copyright infringement and would result in an undesirable censorship
over the content by the service provider. ‘

E.  Delusory Defences to Escape Liability
1. Disclaimer On The Website

The display of a disclaimer notice on the website to the effect that the
website makes no claims as to the copyright over the material available
on the site does not exempt the website or the ISP from liability. While
this notice cautions persons intending to duplicate and use the materials
available on the website that they will be liable for prosecution by the
original owners of the material if the material is used without authorization,
the notice is no way protects the website or the ISP from prosecution. In
fact, the notice tantamounts to an admission of guilt that would prevent
the website or the ISP from raising the plea of innocent infringement.®?

2. Acknowledgement Of Copyright Of Authors On The Web Pages

The Acknowledgement of the copyright of the authors of their works on
the website also does not provide any immunity against prosecution as
there is no substitute for an actual license from the owner of the copyright ®

6 Unni supra n58

62 See Rahul Matthan, The Law Relating To Computers And The Internet (Butterworths India
2000) 304.

63 Jbid.
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3. Hyperlinking

The mere creation of hyperlinks from one website to access another
website that contains infringing material is also deemed to be an
infringement of copyright. In other words, even if the contents of a webpage
do not infringe the copyright, the links to pages that infringe copyrighted

material are vicariously liable for infringement.
VI. CoNcCLUSION

The Internet is an international network of interconnected computers
that enables millions of people to communicate with one another in
‘cyberspace’ and to access vast amounts of information from around the
world.* Countries across the world have recognised the need to classify
the ISPs into categories and to accordingly recognise their rights and
liabilities. In Australia, under the Copyright Amendment (Digital Agenda)
Act, 2000, an ISP alleged of infringing copyright is protected as long as
the ISP does not determine the content of the communication and limits
its role to only providing the server the allegedly infringing material being
distributed to the public. In the Unites States of America, under the
DMCA, a copyright owner can notify the website’s host ISP of a particular
infringement and demand the ISP to remove the infringing material from
its servers, and the ISP can escape monetary liability by promptly removing
the same.

The grey area concerning the issue of ISP liability in India has to be
addressed considering the traditional meaning of the term ‘knowledge’,
which may implicate an ISP even when it is not practically possible for
the ISP to monitor all the content passing through its server. However,
the juxtaposition of the theoretical and practical aspects of the knowledge
and involvement of an ISP in an internet transaction raises many interesting
questions which need to be answered by passing adequate legislation on
this aspect. An analogy is often drawn between an ISP, which maintains
a system that automatically transmits users material but is itself indifferent
to the material’s content, and the owner of a copy machine who makes

8 Renov. American Civil Liberties Union et al 117 S. Ct. 2329, 2334 (1997).
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its use available to the public.¥ However in actuality an ISP is not only
acting in a capacity of plain carrier but it plays multifarious roles such as
a search engine or for temporary storage. The multifarious roles of an
ISP are yet to be categorised in India and thus the issue of their resulting
liabilities remains vague The Legislature at the time of amending the
copyright law has not addressed this situation. In light of the aforestated,
an urgent need for legislation is required in India, along the lines of the
DMCA, which enumerates the different kinds of ISPs and contains
provisions specifying the rights, liabilities, obligations of the ISPs.
Additionally, existing legislation like The Indian Copyright Act, 1957 should
also be amended enumerating clear standards of liability on the ISP’s as
well as the other key players, specifying the circumstances under which
protection is available to the ISP with specific mention of the liability of
P2P software developers, especially since the international standard that
have emerged on this aspect remain unclear.

65 Costar Group, Inc. v. LoopNet, Inc. 373 F.3d 544, 549 (4th Cir. 2004).
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TAP, TAP, WHO’S LISTENING -
PRYING INTO PRIVACY.

Vishal Kanade'

1. INTRODUCTION

The issue of telephone tapping has always been a very controversial
issue in India. Recently however, it was the accusation made by Mr
Amar Singh, a political leader and a Parliamentarian, that his telephone
had been tapped by the Government that raised several uncomfortable
questions about the present legal position on telephone tapping in India.
The issue of telephone tapping has resurfaced in India on a number of
occasions owing to political scandals and unauthorised telephonic
intercepts carried out by law enforcement agencies. As a matter of fact,
there have been several controversies caused by telephone tapping
internationally as well. The ‘Watergate’ scandal and the recent ‘domestic
intelligence surveillance program’ adopted by the United States are some
such examples.

These national and international incidents have time and again reinforced
the concerns of civil liberties groups and human rights organizations
regarding the effect of such measures on the right to privacy of citizens.
The debate on the validity of the State to intrude in the realm of private
life of citizens to prevent and pre-empt crime has assumed even greater
significance in view of atrocities committed by way of terrorism.

Telephone Tapping or wire tapping can simply be defined as the
monitoring of the telephone conversation by a third party.! It received its
name as the monitoring device in view of the fact that the wires of the
telephone lines were being monitored and tapped a small amount of the

T This article reflects the position of law as on 15 January 2006.

* The author is a student of the Government Law College, Mumbai, and is presently
studying in the Fifth Year of the Five Year Law Course. He can be contacted at
vishal8383@yahoo.com.

I ‘Phone-Tapping Serious Invasion Of Privacy’, The Times of India, (Mumbai, India, 9 January
2006) page 13.
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electrical signal carrying the conversation.” This sort of surveillance in
the form of wiretapping directly impacts the right of privacy of citizens.
This right has been recognised as an inalienable right of every individual
by the highest court of our country and has been incorporated in several
international covenants such as the International Covenant on Civil and
Political Rights.

This article seeks to examine the issue of telephone tapping in India and
its impact on the right to privacy of citizens. The author also wishes to
emphasise that the laws of the land as they stand today, are not equipped
to keep pace with the rapid strides in technology that have taken place
over the years.

II. TEcHNOLOGICAL REVOLUTION

Today, there is also an additional dimension to the issue of telephone
tapping and electronic surveillance that one has to consider. That is, the
exponential growth and availability of state of the art technology that can
facilitate invasion of privacy of an individual.

An innocent looking watch or a sleek looking executive pen might be
nothing else but a voice recording device. Such snooping and
eavesdropping equipment, which earlier was seen only in James Bond’
movies, is now available in the public domain. One such example is the
website in USA known as ‘Locatecll.com’. This website for 110 US $
provides information including calling records of any cell phone number
that is given to them. Although this website caters to an American
audience, the fact that such technology is freely available and user friendly,
even a ten year old can avail of it.

The ‘Amar Singh tapping’ incident emphasises that we have entered an
era, where the civil society faces the threat of invasion of its privacy not
only from ‘Big Brother’ but also from any Tom, Dick and stupid Harry
with adequate knowledge and the right kind of equipment. It is this
development that has underscored the importance of protection of privacy
rights of citizens of India.

There are several ways by which telephonic conversation could be

2 Ibid.
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monitored. Landline telephonic communication can be tapped at the
telephone exchange, or on the caller’s transmission line leading to the
exchange.? There are also what are known as ‘laser-devices” which when
pointed in the direction at the windows of the room from which the
person is speaking, from the minute vibrations of the glass windowpanes,
that can construct all the sounds in that room.*

Cell phones are becoming increasingly popular throughout the country
as is evident from the fact that mobile connections have long outnumbered
the landline connections in our country.” However, owing to the
technology that is available in the market today, the threat of cell phone
tapping is ever increasing. Today, the new form of tapping is known as
‘off the air’ type of cell phone interception. Although none of the off-air
intercept systems are made in India, their manufacturers have
representatives and authorised agents in several cities in India according
to a news report.’

Today, we also see that technological developments in the communication
sector are taking place at an exponential rate. One such instance is the
Voice over Internet Protocol,” which enables telephone conversations to
be transmitted over the Internet. There is also a new form of
communication called ‘digital communication’. Digital communications
services generally convert telephone conversations and other transmissions
to a digital code that is impossible to ‘listen in’ on.® In 1994 the UsS
Congress passed the Communications Assistance for Law Enforcement Act,
also known as the Digital Telephony Act. The Act’s purpose is to provide
law enforcement officials with assurance that they will be able to ‘tap’ or
have access to the content of any communications incorporating new
digital technology.’ However, there is no such parallel legislation in India.

3 Ravi Prasad, ‘Big Brother Is Listening, The Indian Express, (Mumbai, India, 14 January
2006) p 9.

«  Jbid.

5 Manoj Mitta, ‘Look Who’s Listening’, The Times of India, {Mumbai, India, 15 January
2006) p 7.

5 Ibid.

7 Mitta Supran. 5.

8  Wiretapping/Eavesdropping on Telephone Conversations: al http://
www.privacyrights.org /fs/fs9-wrtp.htm (last visited 15 January 2006).

9 Jhid.
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Clearly the existing provisions of law never contemplated such kind of a
situation and the law in force in the country is not in a position to tackle

the threat posed by such kind of technology.
| I THE IsSUE OF Privacy

Despite the law on telephone tapping and its evidentiary value, the
inescapable fact is that tapping poses a real and serious threat to the right
of privacy of a citizen. In India, civil liberty organizations and non-
governmental bodies have since a long time campaigned for the protection
of right of privacy against several instances of unwarranted Government
surveillance in the form of telephone tapping.

What was most shocking about the entire ‘Amar Singh tapping’ incident
was the statement made by the Union Home Secretary that the tapping
took place without any participation of Government agencies and that it
was entirely carried out by private individuals.' Needless to say, if one of
the most prominent politicians in India can be made a victim of telephone
tapping by individuals and private detectives without any involvement of
the Government, then ordinary citizens have plenty to worry about.

A.  Law Of Privacy In India

In India, ‘right to privacy’ by itself was not identified under the Constitution.
However, it has been recognised by the Apex Court as a fundamental
right. The leading case on this point was the Kharak Singh v. The State of
UP,"' (Kharak Singh case) where the Supreme Court read ‘right to privacy’
as part of the right to life under Article 21 of the Constitution. As a matter
of fact, in the Kharak Singh case, Article 21 of the Constitution was
interpreted by all the seven learned Judges ie majority and the minority
opinions to include that ‘right to privacy’ as a part of the right to ‘protection
of life and personal liberty’ guaranteed under the said Article.

Numerous international covenants give specific reference to privacy as a
right. The International Covenant on Civil and Political Rights (adopted 16

1 “Probe Into Ric’s Role In Phone Tapping Row’, The Times of India, (Mumbai, India, 15
January 2006) p 1.
1t AIR 1963 SC 1295, para 38.
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December 1966, entered into force 23 March 1976), the UN Convention
on Migrant Workers (adopted 18 December 1990, entered into force 1
July 2003) and the UN Convention on Protection of the Child (adopted 20
November 1989, entered into force 2 September 1990) have recognised
the right to privacy. Article 17 of the International Covenant of Civil and
Political Rights, 7966, to which India is a signatory, states that ‘No one
shall be subjected to arbitrary or unlawful interference with his privacy,
family, human or correspondence, nor to lawful attacks on his honour
and reputation.’

In the case of R Rajagopal and another v. State of Tamil Nadu,* the
Supreme Court held that the right to privacy is a right to be let alone.
The Apex Court further observed that a citizen has a right to safeguard
the privacy of his own, his family, marriage, procreation, motherhood,
childbearing and education among other matters.'?

In today’s day and age, where the world is described as a global village,
there is enormous reliance of the masses on telephonic communication.

So much so, that it has become an indispensable part of urban life in
India. '

In the case of Olmstead v. United States,"* the minority view that was
expressed on the issue of privacy and telephone tapping was that:

‘The evil incident to invasion of the privacy of the telephone is
far greater than that involved in tampering with the mails.
Whenever a telephone line is tapped, the privacy of the persons
at both ends of the line is invaded, and all conversations between
them upon any subject, and although proper, confidential, and
privileged, may be overheard. Moreover, the tapping of one man’s
telephone line involves the tapping of the telephone of every
other person whom he may call, or who may call him. As a
means of espionage, writs of assistance and general warrants are
but puny instruments of tyranny and oppression when compared

2 (1994) 6 SCC 632, para 28.
13 (1994) 6 SCC 632, para 9.
4 277 U.S. 438 (1928).



176 The Law Review, Government Law College [ Vol. 5

with wire tapping.’
The Apex Court has acknowledged this fact and held that protection of

privacy while on the phone is of paramount importance, unless that
conversation is being intercepted in accordance with the procedure
established by law. With regard to telephone tapping the Apex Court in
the People’s Union for Civil Liberties v. Union of India," (the PUCL case)
observed that:

‘[T]he right to hold a telephone conversation in the privacy of
ones home or office without interference can certainly be claimed
as “right to privacy”. Conversations on the telephone are often of
an intimate and confidential character. Telephone-conversation
is a part of modern man’s life. It is considered so important that
more and more people are carrying mobile telephone instruments
in their pockets. Telephone conversation is an important facet of
a man’s private life. Right to privacy would certainly include
telephone-conversation in the privacy of one’s home or office.
Telephone tapping would, thus, infract Article 21 of the
Constitution of India unless it is permitted under the procedure
established by law.’

Itis indeed the solemn duty of the Government considering several judicial
precedents, law of the land and international covenants to take steps to
protect this unalienable right of the citizens of this country.

B.  The Scope For Abuse

The recent ‘Amar Singh Tapping’ incident indicates that only forged
letters were used by a group of private detectives because of which the
service provider itself tapped the telephone line. The most disturbing
aspect of telephone tapping in India today is the fact, that it is not only
the Government or the some elements within the service providers who
have the ability to tap, but also certain private individuals who have

15 AIR 1997 SC 568, para 19.
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access to such kind of technology.

The Indian Express publishing transcripts of telephone conversations of
prominent businessmen like Bombay Dyeing chairman, Nusli Wadia,
Mahindra and Mahindra chairman, Keshub Mahindra,' is just an
indication to the fact that the threat of corporate espionage is very much
real and in existence in India.

Apart from corporate espionage, the use of such technology is also a

matter of grave concern for ordinary citizens who use telecom services.
Just as ‘Data Theft’ is an important issue with regard to credit cards,

where crucial information about the subscriber can be obtained by the

interested parties, telephonic conversations can be tapped to obtain

information about individual citizens. People at times have the most

intimate of conversations on their phones. It is this information that can

be used or rather misused.

IV. Law or THE LAND
A.  The Indian Telegraph Act

Phone tapping in India is almost as old as the introduction of telephones
in India, in the early 1880s."” After independence, there have been several
episodes of telephone tapping, which involved Presidents, Prime Ministers,
political figures and on one occasion, even a Chief of Army Staff.”® In
spite of such incidents, the law on the subject of tapping has been by and
large static. The Indian Telegraph Act, 1885 (the Act) contains provisions,
which authorise the Government to intercept telephonic communication.
Section 5(2) of the Act deals with the issue of phone tapping. This section
was part of an amendment that was brought to the Act in 1972.

Section 5(2) of the Act provides that in event of the occurrence of a
public emergency or in the interest of public safety, the Central
Government or the State Government can intercept messages if they are

6 Syed Ashraf, ‘Corporates Beware! Your Phones Might Be Tapped’, 1997, available at
http://www.rediff.com/business/oct/07assam.htm (last visited on 15 January 2006).

7 Prasad Supran. 2.

8 Avijit Ghosh, ‘Tales Of Tapping’, The Times of India, (Mumbai, India, 15 January 2006).
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satisfied that it is necessary or expedient to do so in the interest of:

* Sovereignty and integrity of India.
* The security of the State.
*  Friendly relations with foreign states.

*  Public order.

* For preventing incitement to the commission of an offence.

There are several Government agencies, which are authorised to tap
telephonic conversations and eavesdrop on telephone lines. The Central
Bureau of Investigation (CBI) Report that was submitted to the Supreme
Court in the PUCL case indicated that under the provisions of law, the
Intelligence Bureau, Director General, Narcotics Control Bureau, Revenue
Intelligence and Central Economic Intelligence Bureau and the Director,
Enforcement Directorate have been authorised by the Central
Government to intercept telephonic communication. In addition, the State
Governments also give authorisation to the Police and Intelligence agencies
to exercise the powers under the Act."”

As per the provisions of the Act, in case of a conversation between two
individuals, it is permissible if one of the individual tape-records the
conversation. However, if a third party tries and tapes that conversation
it is an offence under the Act. Section 25 of the Act states that if any
person intending to intercept or acquaint himself with the contents of any
méssage damages, removes, tampers with or touches any battery,
machinery, telegraph line, post or other thing whatsoever, being part of,
or used in, or about any telegraph, or in the working, thereof, he shall be
punished with imprisonment for a term which may extend to three years,
or with fine, or with both. The Act under section 4 gives complete authority
and monopoly to the Central Government to establish and maintain
telegraphs. Sub-section 1 of section 4 permits the Central Government to
grant a license to any person on such conditions and consideration for

19 AIR 1997 SC 568, para 6.
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establishing and maintaining telegraph within any part of India. Moreover,
section 7(2)(b) of the Act gives rule-making power to the Central
Government and mentions that the Government should formulate
precautions to be taken to prevent improper interception and disclosure
of messages.

B.  Regulation Of Telecom Services

The Telecom Regulatory Authority of India (TRAI) was established under
the Telecom Regulatory Authority of India Act, 1997 to regulate the
telecommunication services and other incidental matters. In that sense,
TRAI has a major role in ensuring that the private telecom services
providers do not contravene the provisions of the license that is granted
to them by the Government under section 4 of the Act. Section 11(1)(b)(i

of the Telecom Regulatory Authority of India Act, 1997 provides that TRAI
has the power to ‘ensure compliance of terms and conditions of the license’.
This section, thus, empowers TRAI to take concrete action to ensure that
private telecom service providers strictly follow all the clauses in their
agreement including provisions of the license that deal with the interception
of messages.”

Section 11(1)(a)(iii) of Telecom Regulatory Authority of India Act, 1997
provides that TRAI can make recommendations on revocation of license
for non-campliance of terms and conditions of license.

C. Judicial Scrutiny

In the early nineties, there were several incidents of illegal tapping of
politicians belonging to the opposition parties carried out by the Central
Bureau of Investigation. A report was published in the ‘Mainstream’
Volume XXIX, dated 26 March 1991, titled “Tapping of Politicians
phone@’.21 Based on this report, the People’s Union of Civil Liberties, a
voluntary organization, filed public interest litigation in the Supreme Court
to read down the provisions of the Act vis-a-vis tapping and introduce
procedural safeguards to prevent tapping of telephones. The Supreme

20 Prasad Supran. 2.
2 AIR 1997 SC 568, para 2.
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Court laid down a detailed procedure to prevent abuse of the provisions
of the Act and thus, the landmark PUCL case,” for the first time concretely
addressed the issue of telephone tapping. The Apex Court provided for
guidelines for regulating telephone tapping by the Government, though
not describing it as unconstitutional altogether.

The Apex Court observed that such safeguards were imperative
considering the ‘Mainstream’ report whose authenticity was not questioned
by the learned counsel for the Union of India.” The report indicated that
various authorised agencies were not maintaining the files regarding
interception of telephones properly, whereas one agency was not
maintaining even the logbooks of interception. The reasons for keeping
a telephone number on watch had also not been maintained properly.

The Apex Court rightly took the view that although section 5(2) could
not be struck down, as it would jeopardise public interest and security of
the State. However, adequate machinery to safeguard the right of privacy
and prevention of abuse of power under the Act had to be introduced.

The Supreme Court in the PUCL case laid down the following guidelines
to be followed during phone tapping. Firstly, that an order for telephone
tapping in terms of section 5(2) of the Act shall not be issued except by
the Home Secretary of Government of India and Home Secretaries of
the State Governments. In an urgent case, the power may be delegated
to an officer of the Home Department of Central Government, but as
regards State Governments, this power cannot be delegated to officer
below the rank of a Joint Secretary. Secondly, the order shall require the
person to whom it is addressed to intercept in the course of their
transmission by means of a public telecommunication system.*

The Supreme Court also laid down that while considering whether the-
order under section 5(2) of the Act is necessary, it would also have to be
considered whether the information which is necessary to acquire by
tapping could be reasonably obtained by other means. Furthermore, the
Court held that, the order under section 5(2) of the Act, unless renewed,
22 AIR 1997 SC 568. | ‘

23 AIR 1997 SC 568, para 4.
2t AIR 1997 SC 568, para 35.
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would cease to have effect at the end of two months from the date of
issue and the total period for the operation shall not exceed six months.
The authority carrying out the tapping would also have to maintain detailed
records on the tapping exercise and that each copy of the intercepted
material shall be destroyed as soon as its retention is no longer necessary.

The Apex Court also directed the Government to constitute a Review
Committee consisting of Cabinet Secretary, the Law Secretary and the
Secretary of Telecommunication at the level of the Central Government.
At the State level, such Review Committee would consist of Chief
- Secretary, Law Secretary and another member, other than Home
Secretary, appointed by the State Government.

The Review Committee was as per the directions of the Supreme Court,
on its own within 2 months from the passing of the order of the authority
concerned, to investigate whether the order under section 5(2) of the Act
was relevant and if there was contravention of section 5(2), then order
the destruction of the copies of the intercepted material. Thereafter, the
Government under section 7(2)(b) of the Act incorporated these directions
on phone-tapping. It is indeed unfortunate that our country laid down
such safeguards after 50 years of independence and only after judicial
intervention by the Supreme Court.

D. The Evidentiary Value Of Taped Conversation

Interception of telephonic communication is an important tool for the
law enforcement and intelligence agencies for obtaining conviction of
the accused from the Courts. It is within the court of law that the evidentiary
value of the tapped conversation has come under scrutiny in several
cases.

One of the most noteworthy of such cases is the RM Malkani v. State of
Maharashtra,” (Malkani case). This case revolved around the question
of admissibility of taped telephonic conversation for the purpose of
conviction of the accused. The Apex Court in this case held that such

2 AIR 1973 SC 157
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evidence was admissible as evidence. The Supreme Court in the Malkani
case pointed out that in several cases such as N Sri Rama Reddy etc v. Shri
VV Giri® and S. Pratap Singh v. The State of Punjab,” the conversation
or dialogue recorded on a tape-recording machine had been accepted as
admissible evidence. The Apex Court also held that such taped
conversation would not amount self-incrimination and therefore, did not
violate Article 20(3) of the Constitution.”

The Malkani case, laid down the principle, that just as a photograph
taken without the knowledge of the person photographed could become
relevant and admissible, so does a tape record of a conversation unnoticed

by the talkers.” The Apex Court further held that:

‘A contemporaneous tape record of a relevant conversation is a
relevant fact and is admissible under Section 8 of the Evidence
Act. It is res gestae. It is also comparable to a photograph of the
incident. The tape-recorded conversation is therefore a relevant
fact and is admissible under Section 7 of the Evidence Act.’

At this juncture, while dwelling on the point of relevancy and admissibility,
it will be useful to have a look at section 29 of the Indian Evidence Act,
7872 which states that:

‘If such a confession is otherwise relevant it does not become
irrelevant merely because it was made under a promise of secrecy,
or in consequence of a deception practised on the accused person
for the purpose of obtaining it, or when he was drunk, or because
it was made in answer to questions which he need not have
answered, whatever may have been the form of questions, or
because he was not warned that he was not bound to make such
confession, and that evidence of it might be given against him’

It thus follows that a confession made during a telephonic conversation,
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which is intercepted, can be adduced as admissible evidence.

In the case of N. Sri Rama Reddy v. VV Giri,* the Supreme Court held
that previous statements made by a person and recorded on tape can be
‘used not only to corroborate evidence given by witness in Court but also
to contradict evidence given before Court while testing veracity of witness

and to impeach his impartiality in accordance with provisions of the
Indian Evidence Act, 1872.

The Supreme Court further propounded- the principle that taped

conversation is admissible even if the person against whom it is used has

no intimation of the fact that the conversation is being recorded.® In

doing so, the Supreme Court has adopted the common law principle of

admissibility of evidence that is ‘it matters not how you get it if you steal
" it even, it would be admissible in evidence’.

However, at the same time, the Supreme Court also took a cautious view
with regard to the admissibility of such taped conversation. In its wisdom,
the Apex Court in the Malkani case held that taped conversation would
not be admissible as evidence in certain circumstances. The Supreme
Court observed that a relevant tape-recorded conversation is admissible
provided, three important conditions are satisfied:

* Firstly, the conversation should be relevant to the matters in
issue; "

*  Secondly, there should be identification of the voice;

*  Thirdly, the accuracy of the tape-recorded conversation has
to be proved by eliminating the possibility of erasing the tape

record.*®

The Supreme Court in the same case also laid down the approach that
the Courts should take in cases where such taped conversation is sought
to be adduced as evidence. The Apex Court held:

‘The Court will take care in two directions in admitting such

3 AIR 1971 SC 1162, para 24.
3t AIR 1973 SC 157, para 30.
2 AIR 1973 SC 157, para 23.
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evidence. First, the Court will find out that it is genuine and free
from tampering or mutilation. Secondly, the Court may also secure
scrupulous conduct and behaviour on behalf of the Police. The
reason is that the Police Officer is more likely to behave properly
if improperly obtained evidence is liable to be viewed with care
and caution by the Judge. In every case the position of the accused,
the nature of the investigation and the gravity of the offence must
be judged in the light of the material facts and the surrounding
circumstances.

From the ratio that has been laid down in the Malkani case, it is evident
that the authenticity and accuracy of the taped conversation is a sine qua
non for its admissibility before the court of law. After the PUCL case, the
procedure laid down by the Apex Court for the purpose of interception
of telephonic conversation further streamlines the law relating to
admissibility of tapped telephonic conversation. Today, if the law
enforcement agencies wish to rely on tapped conversation as evidence,
they have to follow the procedure prescribed by the PUCL case and
furthermore satisfy the Court that the taped conversation is free from
tampering and its accuracy is impeccable. '

In the case of State of Maharashtra v. Jaysingh Wadhu Singh,* the Bombay
High Court upheld the acquittal of a dismissed Sessions Judge by the
Special Maharashtra Control of Organised Crime Act (MCOCA) Court.
The dismissed Sessions Judge named JW Singh, who was charged with
having links with the underworld. The prosecution relied on tapped
telephonic conversations that allegedly took place between the Sessions
Judge and an underworld operative. The High Court approved of the
findings of the Special MCOCA Court Judge that the interception of
‘telephone conversation was in contravention of the provisions of the Act®
Similarly in the case of State v. Mokd Afzal and Others,* (Parliament
attack case), one of the accused was acquitted on the ground that the
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telephonic conversation that the prosecution was relying on was prima
facie tampered with.

In view of these judgments, it has to be said that the Indian courts have
adopted a pragmatic and judicially sound approach towards telephone
tapping. The Courts in India have not struck down telephone tapping as
unconstitutional, but at the same time have given directions, which would
prevent the state from misusing its powers. The judiciary has, thus, ensured
that the substantive law as laid down in section 5(2) of the Act has
procedural backing so that the exercise of power was fair and reasonable.

V. INTERNATIONAL POSITION ON TELEPHONIC INTERCEPTION.
A Legislation In The United Kingdom. |

The traditional common law doctrine as was propounded in the R v.
Leatham,” was ‘it matters not how you get it if you steal it even, it would
be admissible in evidence’. In the case of R v. Effik,® evidence unlawfully
obtained by police by way of unauthorized interception of telephone
conversation was held to be admissible by the English Courts. However,
R v. Effik was overruled by R v Preston,® and thereafter, concrete
legislation governed the interception of communication.

In 1984, an individual by the name of Mr Malone, successfully brought
an action against the UK in the European Court of Human Rights under
Article 8. Article 8 of the European Convention on Human Rights deals
with the ‘Right to respect for private and family life’. He had been the
subject of a ‘phone tap’ by a legitimate investigating authority. His action
succeeded because there was, at the time, no statutory framework in the
UK for ‘phone taps’ and thus, such surveillance was not ‘provided for by
law’ as required by sub- paragraph 2 of Article 8.

Thereafter, the then Government brought in the Interception of
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Communications Act, 1985, which came into force in 1986. Its stated
objective was to provide a clear statutory framework within which the
interception of communications on public systems can be authorised
and controlled in ‘a manner commanding public confidence’*. The 1985
Act, however, did not apply to tele-communications systems outside the
public network.

Subsequently, the UK Government introduced the Regulation of
Investigatory Powers Act, 2000(RIP Act), which made private tapping a
crime. Under the abovementioned Act, it is an offence for any person
intentionally, and without lawful authority, to intercept any communication
in the course of its transmission through a public telecommunication
system and except in specified circumstances through a private
telecommunication system.* The Act also makes the controller of private
telecom systems liable for any unauthorised tapping. The RIP Act regulates
the interception of communications transmitted by a private network.” It
also establishes a Tribunal, which can investigate whether there was a
warrant and, if so, whether it was properly issued. RIP Act further provides
that, if the ‘Interception Warrant’ has been improperly issued, then the
Tribunal has power to order compensation and the destruction of the
recorded material.

Thus, the UK has laws, which deals with the aspect of tapping through
public telephonic systems and private telecommunication system.

" B. Legislation In The United States.

There are several noteworthy American cases, which indicate the judicial
trend in cases involving tapping in that country. In the case of Olmstead
v. United States,* the Supreme Court allowed evidence adduced in the
form of intercepted telephonic conversation, which was obtained in .

4 Jhid.

# ‘Introduction Telephone Tapping’, available at www.yourrights.org.uk/your-rights/
chapters/the-right-to-privacy/telephone-tapping-and-interception-of-communications/
index.shtml (last visited on 15 January 2006).

4 Ashraf Supran. 15.

#4277 US 438 at 466.
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contravention of the laws of Washington State. However, subsequent
American judgments have not condoned such surveillance. In the case
of Berger v. New York,” much of the evidence was obtained with court-
ordered eavesdropping devices in the offices of the suspects.

On appeal of conviction, the New York State appellate court upheld a
New York statute permitting eavesdropping in the home and
office. However, the Supreme Court found that the statute was too broad
and its pervasive nature violated the fourth and fourteenth
Amendments. The Supreme Court held that the broadly sweeping statute
was without the necessary judicial checks and protective measures to
ensure protection of individuals’ rights. Therefore, the court reversed
the holding of the New York State appellate court.

Similarly in the case of Katz v. United States,*® an eavesdropping device
was attached outside of a public phone booth used by the accused. Based
on recordings of his end of the conversation, the accused was convicted.
On appeal, the accused challenged his conviction arguing that the
recordings could not be used as evidence against him. The Court of
Appeals rejected this point, noting the absence of a physical intrusion
into the phone booth itself. The question before the Supreme Court was
whether the Fourth Amendment protection against unreasonable searches
and seizures requires the police to obtain a search warrant in order to
wiretap a public pay phone. The Court ruled that the accused was entitled
to Fourth Amendment protection for his conversations and that a physical
intrusion into the area he occupied was unnecessary to bring the
Amendment into play. The Judiciary in the United States has, thus
traditionally taken a position in favour of the right to privacy of its citizens.

The Congress in the United States in 1978 established the Foreign
Intelligence Surveillance Court” as a special court and authorized the
Chief Justice of the United States to designate seven federal district court

5 388 US 41 (1967), available at http://www.law.cornell.edu/supct/html/historics/
USSC_CR_0388_0041_ZS.html (last visited on 15 Januaary 2006).

4 389U.S. 347 (1967), available athttp://www.oyez.org/oyez/resource/case/198/ (last visited
15 January 2006).

7 ‘Foreign Intelligence Surveillance Court,” available at http://www.fjc.gov/history/
home.nsf/page/fisc_bdy (last visited on 15 January 2006).
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judges to review applications for warrants related to national security
investigations. The provisions for the court were part of the Foreign
Intelligence Surveillance Act (92 Stat. 1783) (FISA), which required the
government, before it commenced certain kinds of intelligence gathering
operations within the United States, to obtain a judicial warrant similar to
that required in criminal investigations. Under FISA procedures, all
hearings and decisions are conducted in secret®.

However, after 11 September 2001, there was a drastic shift in the policy
of the Government by which more sweeping powers were given to the
law enforcement agencies to conduct surveillance operations. The US4
Patriot Act, 2007 (115 Stat. 272) expanded the time period for which the
Foreign Intelligence Surveillance Court could authorize surveillance and
increased the number of judges serving the court from seven to eleven.*
Thus, there exists a separate judicial body, which overlooks telephonic
interception carried out by the US Government.

V1. RECOMMENDATION

Till recently, most of these tapping episodes were confined to the
Government agencies using the available Government-controlled
resources to carry out such operations. The boom in the telecom sector
has brought in several private entities, which play a major role in providing
telecom service to millions of subscribers all over the country. It is this
influx of private entities and other private parties, which has radically
changed the ground situation, whereby the Government no longer has
complete monopoly and therefore complete control over the telecom
sector.

There is, thus, an urgent need to ensure that the activities of private

8 ‘Support Oversight Of The Secret FISA Court,’” 2003, available at http://www.aclu.org/
/natsec/spying/14454res20030510.html (last visited on 15 January 2006).
¥ Supran. 45.
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telecom service providers are completely regulated by the Government.
Realising this, the Indian Government, to its credit, came out with the
‘Communication Convergence Bill, 2001’ (CCB). The CCB was
introduced for promoting and developing the entire communications
sector and to facilitate and develop the carriage and content of
communications including broadcasting, telecommunications and multi
media. The Bill proposes to repeal five laws, that is the Indian Telegraph
Act, 1885, Cable TV Networks Act, 1995, Indian Wireless T. elegraphy Act,
1933, the Telegraph Wires (Unlawful Possession) Act, 1950, and the Telecom
Regulatory Authority of India Act, 19975

Section 63 of the CCB deals with interception of communication and
punishment for unlawful interception. The authorisation for tapping is
based on exactly the same grounds as has been mentioned under the
Indian Telegraph Act, 1885. The only difference being that service
providers have been enjoined to assist the Government agencies in
interception failing which, they can punished with imprisonment up to
seven years. In addition, any person responsible for unauthorised
interception is liable for punishment up to five years or with fine which
may extend up to ten lakh rupees and for a second and subsequent
offence with imprisonment which may extend to five years and with fine

which may extend up to fifty lakh rupees, or with both.

The main objective of the Bill is to facilitate and enable access to a national
communications infrastructure, to provide a wide choice of services to
consumers, set up a regulatory framework that can tackle the convergence

of technologies and spell out the powers and role of a single licensing

% Communication Convergence Bill, 2001, clause 93(1), the Bill is available at http://
www.bsnl.in/Telecomguide.asp?intNewsId=30444&strNewsMore=more htm (last visited
on 15 January 2006).
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and regulatory authority for all the three sectors. Regrettably, this Bill has
been pending in the Parliament for the past six years and till it comes
into force, the existing law will have to be amended to prevent invasion
of privacy of the citizens of the country.”

One such amendment in the existing law can be on the lines of RIP Act
of UK, which regulates both tapping through the public controlled
telephonic systems and private controlled telephonic systems. This will
address the issue of the private telecom service providers and their ability
to illegally intercept telephonic conversation.

In the wake of the ‘Amar Singh tapping’ controversy the Government

has also issued guidelines with regard to the contentious issue of phone |
tapping. This can only be termed as a step in the right direction. All
service providers have been asked to appoint round-the-clock nodal
officers, who will acknowledge requests within two hours of intimation
from security and law enforcement agencies. The set of guidelines issued
by Department of Telecom (DoT) state that the service provider shall
arrange to issue acknowledgement letters within two hours for each of
the intimations to the security and law enforcement agencies concerned,
in a sealed cover, on receipt of such intimations for interception. The
access service providers have been asked to use ‘encryption Algorithm
such as A 52 for GSM network’ meaning thereby that a coded mail
would be sent to the security agencies, who would decipher it. However,
in emergency cases where prior approval of the relevant competent
authority has not been obtained, the nodal officers of the telecom
companies would take a post confirmation approval within three days of
such a request. Such requests would have to be given by the head or
second senior most officer, not below the rank of Inspector General of
Police. In order to maintain checks and balances in tapping a phone,

51 Ibid.
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officers in the rank of Supen'ntendent of Police or equivalent instead of
officer of Deputy Inspector General or equivalent, are authorised to
authenticate orders issued by the Home Secretary.

Another modification that has to be introduced is to make the
recommendation of the TRAI to revoke the license granted by the
Government under section 11(1) (a)(iii) of Telecom Regulatory Authority of
India Act, 1997 mandatory, which is not the case as of now. The
Government also needs to lay down laws, which will prohibit use of
modermn eavesdropping devices, which are available in the market. The
Government also has to take steps to regulate the activities of private
bodies such as, private detective agencies, which have the necessary
technical expertise and resources to carry out surveillance activities.

In order to ensure that there is no abuse of the power to tap telephonic
conversations, the Review Committee that was established after the PUCL
judgment should also consist of members from the Judiciary. The present
Review Committee basically consists only of bureaucrats unlike the
American Court, which consist of judicial members. There have been
allegations made against successive Governments in India, to the effect
that the political party in power had engaged in phone tapping of
opposition party members. Introduction of judges from the higher courts
or members of the judicial services will lend more credibility to such a
body as compared to a body consisting only of bureaucrats.

Finally, one must also not overlook the fact that introduction of safeguards
should not act as an impediment for the State agencies to carry out their
routine functions. Terrorism has proved to be a menace for the society.
India has faced terrorism for more than two decades now. Phone tapping
can and has proved to be a vital tool with which terrorist designs can be
successfully foiled.
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In the case of Regina v. P and others,”? the House of Lords in the United
Kingdom held that, ‘Any developed society has to have a scheme for the
surveillance of those who are liable to attack or prey upon the society or
its members. Such schemes have throﬁghout history included the
interception of communications and in modern times this has included
telecommunications.’

The Maharashtra Control of Organised Crime Act, 1999, included specific
provisions, which allowed telephone tapping of suspected terrorists and
also admitted such taped conversation as evidence. These provisions
were, however, struck down by the Bombay High Court in the case of
Bharat Shah v. The State of Maharashitra,” on the ground of legislative
incompetence. The Bombay High Court held that only the Parliament
could draft a provision, which allowed telephonic tapping. The world
has already witnessed several incidents of terrorist atrocities and the
devastating consequences of terrorist actions. The Central Government
can include provisions akin to the provisions that were struck down from
Maharashtra Control of Organised Crime Act, 71999 in a legislation
specifically designed to tackle terrorism along with appropriate judicial
oversight, and provisions on the line of RIP Act of UK which also provides
for compensation for wrongful telephone tapping.

VII. CONCLUSION

For every use of a technology, there is scope for equal and opposite
abuse. In this day and age, technology is being increasingly used for the
execution of terrorism, white-collar crimes, and corporate and industrial
espionage. Therefore, in order to tackle these crimes, the Governments
will continue tapping as a potent instrument of state power. The Supreme

52 Apailable at http://www.publications.parliament.uk/pa/1d200001/1djudgmt/jd001211/
pappl-Lhtm (last visited date 15 January 2006).
% (2002) 1 BOM LR 527.
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Court in the PUCL case has rightly affirmed that every state is bound to
maintain its intelligence apparatus for conducting surveillance on its
citizens. The challenge that we face today is to ensure that in doing so,
the Government does not transgress its powers and wrongfully invade
the privacy of its citizens. In addition to this, the Government has to
introduce appropriate legislative mechanism to tackle the use of state of
the art technology that facilitates invasion of privacy. The need of the
hour is incorporation of various safety mechanisms and proper
implementation of the existing provisions of law.
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